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“Education is a liberating force, and in
our age it is also a democratising force,
cutting across the barriers of caste and
class, smoothing out inequalities imposed
by birth and other circumstances.”
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BLOCK INTRODUCTION

This block deals with the secure application development-II. Application
security encompasses measures taken throughout the application's life-cycle to
prevent exceptions in the security policy of an application or the
underlying system (vulnerabilities) through flaws in the design, development,
deployment, upgrade, or maintenance of the application. Applications only
control the use of resources granted to them and not which resources are
granted to them. They, in turn, determine the use of these resources by users
of the application through application security. This block comprises of four
units and is designed in the following way; '

The Unit One is an effort towards answering some of the fundamental queries
about Data Access. There are various kinds of security controls-access, flow,
cryptographic etc and all of them complement each other to provide the
security to the important data. Management and reporting capabilities are
critical in any data security solution deployment. All the preventive measures
discussed here to subject to practical limitations which keep them away from
achieving their objectives under all conditions. There is no such mechanism
which is perfectly secure and provides 100% security against unauthorized
data access but they are good enough to reduce the risk of compromise to an
acceptable level.

The Unit two covers error handling and logging. The code written in an
extendable fashion so that new handlers can be added at any time while the
“core implementation can'also be changed without side effects.

Unit three covers server configuration and code management. The
methodology ysed in this unit allows you to build a secure Web server from
- scratch and also allows you to harden the security configuration of an existing
Web server. The next step is to ensure that any deployed applications are
correctly configured. The unit focuses on the application server configuration
and the associated communication channels that connect the Web server to the
application server and the application server to the database server.

Unit four explains about the application threat modeling. The most important
issues to be considered in security are privacy, authentication, integrity and
non repudiation. Privacy can be obtained by -encryption of the plain text into
cipher text. Authentication, integrity and non repudiation are achieved by

using the digital signature. It covers entity authentication protocol, key
~establishment and time stamping technique. Using the concept of time
~ stamping an eye can be kept at the time of development of ‘a document. So in
order to maintain the security issues, different techniques can be used so that
the document should be authorized received without any tempering.

Hope you benefit from this block.
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UNIT 1 DATA ACCESS

Structure
1.0 Introduction
1.1 Objectives
1.2 Data Access and Security

1.2.1  The “Absolutely Necessary” Actions

1.2.2 Business Policies Related To Information Security
1.3 Data Accessing in Different Frameworks
1.4 Securing the Data

1.4.1 Workstation Security

142 Passwords

1.43 E-mail Security

1.4.4 Internet Security

1.4.5 Application Security

1.4.6 Physical Security -«

1.4.7 Taking Backup

148  File-level Security

1.49 Disk Encryption

1.4.10 Public Key Infrastructure

1.4.11 Using Steganography

1.4.12 1P Security

1.4.13 Using Rights Management Services
1.5 LetUs Sum Up
1.6 Check Your Progress: The Key
1.7 Suggested Readings

1.0 INTRODUCTION

Data access typically refers to software and activities related to storing,
retrieving, or acting on data housed in a database or other repository. The
database is a prime target for application level attacks. Application level
attacks are used to exploit vulnerabilities in your data access code to gain
access to the database. If all other attack vectors are closed, then the
application's front door, port 80, becomes the path of choice for an attacker to
steal, manipulate, and destroy data. '

This unit will show how to secure data access and avoid common
vulnerabilities and pitfalls. The unit also presents a series of countermeasures
and defensive techniques that you can be used to mitigate the top threats related
to data access.

Data Access
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/Computer viruses are\

very common now
days and tools are
available to detect
them. Can you find
them?

e

1.1 OBJECTIVES

After studying this unit, you should be able to explain:

e details of various data security threats and countermeasures;

e the design guidelines for secure web applications;

e security importance for your database server;

e different methods that can be used to build secure aséemblies; and -

e preventive methods for unauthorized access.

1.2 DATA ACCESS AND SECURITY

This section will show you the top necessary actions and various business
policies to secure the data access and will highlight the common -
vulnerabilities. Unless you use the correct countermeasures discussed in this
unit, an attacker could exploit your data access code to run arbitrary commands
in the database. Conventional security measures such as firewalls and SSL
provide defense to some attacks but you should thoroughly validate your input
and use parameterized stored procedures as a minimum defense.

1.2.1 The “Absolutely Necessary” Actions

Various actions must be taken to provide basic information security for your
information, computers, and networks. Following list mentions few of them:

The data must be protected from damage by viruses, spyware, and other
malicious code. ’

You can Install, use (in “real-time” mode, if available), and keep regularly
updated anti-virus and anti-spyware software on every computer used in your
business/organization.

Many commercial software vendors provide adequate protection at a
reasonable price and some for free. Most vendors as well now a day’s offer
subscriptions to “security service” applications, which provide multiple layers
of protection (in addition to anti-virus and anti-spyware protection).

Security Must Be Provided For Your Internet Connection

Most businesses/organizations have broadband (high speed) access to the
Internet. It is important to keep in mind that this type of Internet access is
always “on.” Therefore, your computer - or any network your computer is
attached to - is exposed to threats from the Internet so it is very critical to
install and keep operational a hardware firewall between your internal network



and the Internet. This may be a function of a wireless access point/router or Data Access
may be a function of a router provided by the Internet Service Provider (ISP).

Install and Activate Software Firewalls on All Your Systems.

You should install, use, and keep updated a software firewall on each computer
system used in your business/organization. For example:

If-you use the Microsoft Windows operating system, it probably has a firewall
included. You have to ensure that the firewall is operating, but it should be
available.

Firewall is designed
to permit or deny

network transmissions
based upon a set of

To check the software firewall provided with Microsoft Windows XP, click on rules.
“Start” then “Settings’, then “Control Panel”, then “Windows Firewall”. Select
* the “General” tab on the top of the popup window. You can see if the firewall
is on or off. If it is off, select “On-Recommended” in the hollow circle next to

the green check-mark icon.

e

To check the software firewall provided with Microsoft Windows Vista, click
on “Start” then “Control Panel” then “Windows Firewall.” If your firewall is
working, you should see a message that “Windows Firewall is helping to
protect your computer.” If not, click on ‘Turn Windows Firewall on or off” (in
the upper left corner of the window) and select “Turn on firewall.”

When using other commercial operating systems, ensure that you fully review
operations manuals to discover if your system has a firewall included and how
it is enabled.

Make Backup Copies of Important Business Data/Information

You should back up your data on each com}.)uter used ‘in your
~ business/organization. Your data includes (but is not limited to) word
processing documents, electronic spreadsheets, datapases, financial files,
human resources files, accounts receivable/payable files, and other information
used in or generated by your business/organization.

It is necessary to back up your data because computers die, hard disks fail,
employees make mistakes, and malicious programs can destroy data .on
computers. Without data backups, you can easily get into a situation where you
have to recreate your business data from paper copies and other manual files.

How Encryption
is useful for.
business? Find
Out.

e

Control Phsfsical Access to Your Computers and Network Components

Do not allow unauthorized persons to have physical access to or to use of any
of your business computers. This includes locking up laptops when they are not
in use. It is a good idea to position each computer’s display (or use a privacy
screen) so that people walking by cannot see the information on the screen.
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Secure Your Wireless Access Point and Networks

If you use wireless networking, it is a good idea to set the wireless access point
so that it does not broadcast its Service Set Identifier (SSID). Also, it is critical
to change the administrative password that was on the device when you
received it. It is important to use strong encryption so that your data being
transmitted between your computers and the wireless access point cannot be
easily intercepted and read by electronic eavesdroppers. The current
recommended encryption is Wi-Fi Protected Access 2 (WPA-2) — using the
Advanced Encryption Standard (AES) for secure encryption.

1.2.2 Business Policies Related To Information Security

By implementing the best practices and other business policies related to the
security of the data access you market your business as one in which the safety
and security of your customer’s information is of highest importance.

Every business needs written policies to identify acceptable practices and
expectations for business operations. '

Some policies will be related to human resources, others will relate to expected

- employee practices for using business resources, such as telephones,

computers, printers, fax machines, and Internet access. This is not an
exhaustive list and the range of potential policies is largely determined by the
type of business and the degree of control and accountability desired by
management. Legal and regulatory requirements may also require certain
policies to be put in place and enforced. ‘

Policies for information, computer, network, and Internet security, should
communicate clearly to everyone. These policies should identify those
information and other resources which are important to management and
should clearly describe how management expects those resources to be used
and protected by all.

For example, for sensitive employee information a typical policy statement
might say, “All employee personnel data shall be protected from viewing or
changing by unauthorized persons.” This policy statement identifies a
particular type of information and then describes the protection expected to be
provided for that information.

Policies should be communicated clearly to each everyone and all should sign a
statement agreeing that they have read the policies, that they will follow the
policies, and that they understand the possible penalties for violating those
policies. This will help management to hold the person accountable for
violation of the businesses policies. As noted, there should be penalties for
disregarding policies. And, those penalties should be enforced fairly and
consistently for everyone in the business/organization that violates the policies.



Check Your Progress 1 Data Access
Note: a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the Unit.

1) Is it safe to send sensitive information over the Internet?

.............................................................................................
..............................................................................................

security?

.............................................................................................

.............................................................................................

4) How Spyware are dangerous threat than viruses. What makes spyware so
destructive explain?

.............................................................................................
..............................................................................................

.............................................................................................

1.4. DATA ACCESSING IN DIFFERENT
FRAMEWORKS

ACCESSING DATA IN .NET FRAME WORK

There are a plethora of ways to access SQL Server and other databases from
NET. All have their pros and cons and it will never be a simple question of
which is “best” — the answer will always be “it depends”.
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1) “Standard” ADO.NET

ADO.NET is the data access model for .NET-based applications. It can be used
to access relational database systems such as SQL Server 2000, Oracle, and
many other data sources for which there is an OLE DB or ODBC provider. To
a certain extent, ADO.NET represents the latest evolution of ADO technology.

2) LINQ to SQL

LINQ to SQL allows .NET developers to write “queries” in their .NET
language of choice to retrieve and manipulate data from a SQL Server
database. In a general sense, LINQ to SQL allows us to create SQL queries in
our preferred .NET language syntax and work with a strongly types collection
of objects as a return result. We can make changes to these objects then save
changes back to the database.

1. Nhibernate

Nhibernate is a port of Hibernate Core for Java to the .NET Framework. It
handles persisting plain .NET objects to and from an underlying relational
database. Given an XML description of your entities and relationships,
Nhibernate automatically generates SQL for loading and storing the objects.
Optionally, you can describe your mapping metadata with attributes in your
source code.

Nhibernate supports transparent persistence, your object classes don’t have to
follow a restrictive programming model.

Nhibernate key features:

e Natural programming model — Nhibernate supports natural OO
idiom; inheritance, polymorphism, composition and the .NET
collections framework, including generic collections.

e Native .NET — Nhibernate API uses .NET conventions and idioms

e Support for fine-grained object models — a rich variety of mappings
for collections and dependent objects

e No build-time bytecode enhancement — there’s no extra code
generation or bytecode processing steps in your build procedure

e The query options — Nhibernate addresses both sides of the problem;
not only how to get objects into the database, but also how to get them
out again

¢ Custom SQL - specify the exact SQL that Nhibernate should use to
persist your objects. Stored procedures are supported on Microsoft SQL
Server.



e Support for “conversations” — Nhibernate supports long-lived
persistence contexts, detach/reattach of objects, and takes care of
optimistic locking automatically

e Free/open source — Nhibernate is licensed under the LGPL (Lesser
GNU Public License) '

ACCESSING DATA IN JAVA BASED FRAME WORK

There are a variety of open source tools available today for constructing a

data access APL, which simplify what has been in the past a complicated
and error prone mechanism. Before these tools became available,
applications resorted to calling JDBC APIs and passing SQL strings to
Statement objects to execute data lookup queries. The lookup calls returned
ResultSets that an application would use by calling accessor methods
matching the data types of the returned columns. While effective, this
approach is fragile because it relies on Strings in application code matching
the names of database tables and columns; changing the names of database
tables or columns required finding all of their references in the code and
changing them. This is problematic if not inelegant.

This section will introduce two tools that radically simplify the data access
development process as well as a lightweight framework built on top of
these tools to hide their implementation details from a client application
that wishes to leverage the benefits these tools provide. -

There are an abundance of tools and technologies that provide solutions to
problems that all data-driven applications share, namely accessing and
managing a data model. Two of those tools, Hibernate and Middlegen,
combine to automatically generate an object representation of an entity
model.

1) Middlegen: An open source tool that has the ability to connect to a
database server and examine the database metadata to discover table
definitions and relationships. As well, Middlegen comes with a plugin
for Hibernate that allows it to generate the Hibernate configuration files
automatically. The Middlegen and Hibernate code generation utilities
can be run from Ant targets they each supply.

2) Hibernate: An open-source object/relational mapping toolkit that
relieves the need to make direct use of the JDBC API. Hibernate offers
facilities for data retrieval and update, transaction management,
database connection pooling, programmatic as well as declarative
queries, and declarative entity relationship management. Hibernate also
has the ability to generate Java source files to match the structure of a
database.

Data Access
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XML files containing configuration data provide Hibernate with details about
databases with which it needs to interact. These files contain database
connection specifics, connection pooling details, transaction factory settings, as
well ‘as references to other XML files that describe tables in the database.
Combined, these files provide substantial configurability allowing an
application to tune the behaviors and performance of its data access layer to a
remarkably fine level of granularity.

1.4 SECURING THE DATA

There are numerous ways in which data can be compromised. Below are ways
to secure your workstation, E-mail, passwords and internet access.

1.4 Workstation Security

Engaging in good practices with respect to the use of workstations in centers
(whether these are in the form of desktop computers or laptops) is crucial.
While these devices are highly powerful business tools used for processing and
exchanging business information that are capable of enhancing work
productivity, if they are deployed insecurely they can provide a point through
which the infrastructure of centers can be compromised. Risks that are relevant
to workstations include physical theft of or damage to workstations or data
assets, infection by viruses or other malware, and unauthorized access and use
of confidential information (such as non-public research data or payroll
details). This section identifies a number of good practices to facilitate the
secure deployment and management of workstations within centers.

e Lock your workstation when you are away from your desk.

¢ Shut down the workstation each night. (If you are not supported by the
Student Services Zone, contact your technical support to see if this
applies to you.)

e Make sure that personal or sensitive data about employees, students,
customers, or anyone otherwise affiliated with Purdue is not stored on
the workstation hard drive, laptops, tablet, PCs, CDs, floppy disks,
BlackBerry, or other external devices such as pin drives or any other
media subject to confiscation, infiltration or compromise. Personal or
sensitive data includes but are not limited to SSN, credit card, and other
identification information. ' '

o Store #ata protected as defined by FERPA, GLBA, HIPAA on
departmental servers and not on personal workstations. In addition,
storage on servers helps to ensure the integrity of the data with normal
backup procedures. ' '

o Empty your Recycle Bin daily.



1.4.2 Passwords

A, password is a secret word or string of characters that is used for-
authentication, to prove identity or gain access to a resource (example: an
access code is a type of password). The password should be kept secret from

those not allowed access.

Fig. 1: Data authentication ﬁsing password

The use of passwords is known to be ancient. Sentries would challenge those
wishing to enter an area or approaching it to supply a password or watchword.
Sentries would only allow a person or group to pass if they knew the password.
In modern times, user names and passwords are commonly used by people
during a log in process that controls access to protected computer operating
systems, mobile phones, cable TV decoders, automated teller machines
(ATMs), etc. A typical computer user may require passwords for many
purposes: logging in to computer accounts, retrieving e-mail from servers,
accessing programs, databases, networks, web sites, and even reading the
morning newspaper online.

Despite the name, there is no need for passwords to be actual words; indeed
passwords which are not actual words may be harder to guess, a desirable
property. Some passwords are formed from multiple words and may more
accurately be called a passphrase. The term pass code is sometimes used when
the secret information is purely numeric, such as the personal identification
number (PIN) commonly used for ATM access. Passwords are generally short
enough to be easily memorized and typed.

For the purposes of more compellingly authenticating the identity of one
computing device to another, passwords have significant disadvantages (they
may be stolen, spoofed, forgotten, etc.) over authentications systems relying on
cryptographic protocols, which are more difficult to circumvent.

Good password has the following qualities:

e It is at least seven characters long

e Itis easy enough for you to remember that you do not need to write it
down

e It includes both upper and lower case letters
e It includes digits and/or punctuation characters as well as letters

e [t does not use proper names, such as, Washington, Harry, Bob, etc.

Data Access
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Secure Application e [t does not use personal information, such as, your phone number, street
Deye{opment -II address, pet’s name, etc..

e [tis not a dictionary searchable word in any language.

By numerous ways you can secure your password, some of them are as
follows:

o Always use strong passwords and keep them secret.

« Do not log in for other people for access to the computer system, e-mail
system or Blackberry device.

e Do not save passwords (mainframe, ftp, website passwords, etc.) to
your workstation hard drive, E-mail or blackberry.

1.4.3 E-Mail Security

E-mail messages are composed, delivered, and stored in a multiple step
process, which starts with the message’s composition. When the user finishes
composing the message and sends it, the message is transformed into a
standard format: an RFC 2822 formatted message. Afterwards, the message
can be transmitted. Using a network connection, the mail client, referred to as
a mail user agent (MUA), connects to a mail transfer agent (MTA) operating
on the mail server. The mail client then provides the sender’s identity to the
server. Next, using the mail server commands, the client sends the recipient list
to the mail server. The client then supplies the message. Once the mail server
receives and processes the message, several events occur: recipient server
identification, connection establishment, and message transmission. Using
Domain Name System (DNS) services, the sender’s mail server determines the
mail server(s) for the recipient(s). Then, the server opens up a connection(s) to
the recipient mail server(s) and sends the message employing a process similar
to that used by the originating client, delivering the message to the recipient(s).

E-mail is a security-attack pipeline into your company. E-mail carries essential
messages for the everyday workings of your business/organization. But it’s
also a major conduit for security threats that blend web, E-mail, and data attack
strategies. According to the research conducted following facts have been
obtained:

o Nearly 90% of unwanted E-mails contain web links to spam or
malicious websites.

e Only 1 of every 4 anti-virus products catch blended web and E-mail
attack campaigns.

e Cybercriminals use news, shopping, and other hot topics to disguise
spam-carrying E-mails so well that even savvy recipients can’t resist
clicking.

14



Fig. 2: Eleétronic mail security

Unified content security is essential for E-mail protection. Companies that
don’t have unified content solutions that include web, E-mail, and data are
sitting targets for costly security attacks.

E-mail is a data-loss pipeline out of your company. One of the top challenges
your company faces is loss of confidential data such as client names, employee
SSNs, database passwords, and more. If you don’t have tight outbound
protection, you can be sure that you’re losing data right now, due to:

e Accidental misuse of data by employees.
e E-mail links to unprotected databases.

e Nonmalicious but' damaging actions such as documenting passwords
in E-mail messages or attachments.

Fig. 3: Risk against confidential data

Leak-free out bound E-mail security is essential for DLP. You must have E-
mail security that’s tightly integrated into your data loss prevention (DLP)
technology. If you don’t, you’re losing data, inviting crime, risking compliance
violations, and jeopardizing your reputation.

The following checklist can be applied to improve your E-mail security:l

e Check your e-mail “Sent Items” and “Deleted Items” daily for sensitive
data.

e Do not open E-mail attachments that you aren’t expecting. Especially
avoid attachments ending in .exe, .vbs, .pif, .scr, .com, or .bat, and don’t

Data Access
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unzip files you are not expecting. Don’t open the attachment even if it
looks like it is sent from someone you know as many viruses can forge,
or spoof, the sender’s name from names found in address books.

e Never store semnsitive.personal information such as your bank account
information or Social Security numbers on your hard drive of your
computer, your e-mail account, or Blackberry.

e Do not E-mail restricted data. Note: Refer to Student Restricted Data
document. The preferred method of delivery for restricted data is hand
delivery.

Fig. 4: Threats from E-mail attachments

e Never comply with requests for personal information from an e-mail or
phone call unless you initiated the contact. These are often scams trying
to steal personal information.

Check Your Progress 2
Note: a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the Unit.

1) Explain how firewall prevents a computer from different security problems.

.............................................................................................
.............................................................................................
..............................................................................................

.............................................................................................
R I R I T I R I I R IR I I I Y

.............................................................................................



4) What is a SMTP connection?

........................................................................................
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1.4.4 Internet Security

Internet security is a branch of computer security spéciﬁcally related to
the Internet. Its objective is to establish rules and measures to use against

attacks over the Internet. The Internet represents an insecure channel for

exchanging information leading to a high risk of intrusion or fraud, such
as phishing. Different methods have been used to protect the transfer of data,
including encryption. Some of the points to keep in mind for internet security

arc:

Do not download software such as screensavers, games, or other

programs from unfamiliar or unverified sources. These can harbor
computer viruses or open a “back door,” giving others access to your
computer.

Delete temporary internet files.

Turn off auto-complete. It stores information- such as usernames and
passwords.

Table 1: Online threats

The numbers: Internet threats to your securities are real.

In 2002, more than 10 million people were victims of identity theft,
costing the average victim more than $1,000 and a year’s time to repair
their credit.1 '

More than 95% of Internet users have inadequate protection from online
threats.2

Over 90% of computer users have dangerous “spyware” lurking on their
computers without their knowledge.3

In 2002, nearly 20 million people had the skills to hack a computer.4
In 2003, Internet-related identity theft more than tripled.5

Today, a typical online PC is “scanned” by outside intruders twelve times
every day.6

1 — Federal Trade Commission Report 09/03/03
2 — SummitWatch 11/03
3 — TechNewsWorld 3/19/04

4 — Information Warfare Task Force
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5 — USA Today 10/23/03
6 — National Strategy to Secure Cyberspace 9/02

1.4.5 Application Security

Application security encompasses measures taken throughout the application’s
life-cycle to prevent exceptions in the security policy of an application or the
underlying system (vulnerabilities) through flaws in the design, development,
deployment, upgrade, or maintenance of the applicatidn.

Applications only control the use of resources granted to them, and
not which resources are granted to them. They, in turn, determine the use of
these resources by users of the application through application security.

Table 2: Application Threats/Attacks

Category Threats / Attacks
Tisprui Vialicltion Buffer' 'overﬂow; cross-site  scripting; SQL  injection;
canonicalization
. k ing ; B ; dicti
Authentication Networ eayesdropplng ; Brute force attack; dictionary
attacks; cookie replay; credential theft »
S Elevation of privilege; disclosure of confidential data; data
Authorization ; .
tampering; luring attacks
Unauthorized access to administration interfaces;
Configuration | unauthorized access to configuration stores; retrieval of
management | clear text configuration data; lack of individual
accountability; over-privileged process and service accounts
Sensitive Access sensitive data in storage; network eavesdropping;
information data tampering
BESS Session hijacking; session replay; man in the middle
management -
Cryplogmply Poor qu generation or key management; weak or custom
encryption
Parameter Query string manipulation; form field manipulation; cookie
manipulation | manipulation; HTTP header manipulation
Excepti et bhe ! )
pespten Information disclosure; denial of service
management
Auditing and | User denies performing an operation; attacker exploits an
logging application without trace; attacker covers his or her tracks

For application security you can keep in mind that social Security Numbers are
extremely sensitive information and as they are classified as “restricted” data,

writteri permission must be needed to have access to SSN.

\




1.4.6 Physical Security

Physical security is the protection of personnel, hardware, programs, networks,
and data from physical circumstances and events that could cause serious
losses or damage to an enterprise, agency,. or institution. This includes
protection from fire, natural disasters, burglary, theft, vandalism, and terrorism.

Physical security is often overlooked (and its importance underestimated) in
favor of more technical and dramatic issues such as hacking, viruses, Trojans,
and spyware. However, breaches of physical security can be carried out with
little or no technical knowledge on the part of an attacker. Moreover, accidents
and natural disasters are a part of everyday life, and in the long term, are
inevitable.

There are three main components to physical security. First, obstacles can be
placed in the way of potential attackers and sites can be hardened against
accidents and environmental disasters. Such measures can include multiple
locks, fencing, walls, fireproof safes, and water sprinklers. Second, surveillance
and notification systems can be put in place, such as lighting, heat sensors,

smoke detectors, intrusion detectors, alarms, and cameras. Third, methods can .

be implemented to apprehend attackers (pieferably before any damage has
been done) and to recover quickly frem accidents, fires, or natural disasters.

1.4.7 Taking Backup

Backing Up Your Database With the Oracle-Suggested Disk Backup Strategy
also helps in making your data more secure.

Follow these steps to use the Oracle-suggested strategy to back up to disk:

1. In the Backup/Recovery section of the Maintenance page, click Schedule
Backup.

The Schedule Backup page appears.

2. In the Oracle-Suggested Backup section, click the Schedule Oracle-
Suggested Backup button. '

The Schedule Oracle-Suggested Backup: Destination page appears. On
this page, you select the destination media for the backup, which can be
disk, tape or both.

3. Select Disk as the destination and click Next.

The Schedule Oracle-Suggested Backup: Setup page. This page describes
the backups that are performed each day as part of the disk-based
strategy.

4. There are no settings to change on this page. Click Next

The Schedule Oracle-Suggested Backup: Schedule page appears.

Data Access
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5. You are prompted for Start Date, Time Zone, and Daily Backup Time for
the daily backups. Based upon your expected usage patterns, choose
times for the nightly backup during which database activity is low. Click
Next.

The Schedule Oracle-Suggested Backup: Review page appears.

6. The backup script RMAN will run is displayed (although you cannot edit -
the script directly). You are presented with a chance to confirm or alter
your settings. In the backup script, "'you can sce the tag
ORASOEM LEVEL 0 that the script assigns to the backup. Assuming
you do not need to change the schedule, click Submit Job to add the job
for the Oracle-suggested strategy to your schedule.

Your database will now be backed up once daily, using incremental
backups and incrementally applied backups, allowing quick recovery to
any time in the preceding 24 hours.

1.4.8 File-level Security

Windows XP supports both FAT32 and NTFS. If you are concerned about
security, NTFS is the way to-go. For example, it allows you to set permissions
at the file level instead of just at the folder level. When you installed the
operating system, you may have opted to (or mistakenly) used FAT32. Not a
problem since you has a one-time conversion from FAT to NTFS, without
losing any of your data!

One way of convertihg to NTFS is to use the convert command from the
command prompt. The syntax for the command is as follows:
Convert d: /fs:ntfs

After you press Enter, you’ll be asked to confirm your actions by pressing Y
and the conversion is done. You can now set security at the file level. Now if
your drive is currently in use, prime example is if you are trying to convert
your system volume, you can opt to have the conversion take place the next
time the computer is restarted.

A word of caution though as this is a one time conversion which means there
isn’t any going back from NTFS to FAT32 unless you format the volume or
find a third party utility that can perform this task.

1.4.9 Disk Encryption

Disk encryption uses disk encryption software or hardware to encrypt every bit
of data that goes on a disk or disk volume. Disk encryption prevents
unauthorized access to data storage. The term "full disk encryption" (or whole
disk encryption) is often used to signify that everything on a disk is encrypted,
including the programs that can encrypt bootable operating system partitions.
But they must still leave the master boot record (MBR), and thus part of the



disk, unencrypted. There are, however, hardware-based full disk encryption
systems that can truly encrypt the entire boot disk, including the MBR.

1.4.10 Public Key Infrastructure

A PKI (public key infrastructure) enables users ofa basically unsecure public
network such as the Internet to securely and privately exchange data and
money through the use of a public and a private cryptographic key pair that is
obtained and shared through a trusted authority. The public key infrastructure
provides for a digital certificate that can identify an individual or an
organization and directory services that can store and, when necessary, revoke
the certificates. Although the components of a PKI are generally understood, a
number of different vendor approaches and services are emerging. Meanwhile,
an Internet standard for PKI is being worked on.

The public key infrastructure assumes the use of public key cryptography,
which is the most common method on the Internet for authenticating a message
sender or encrypting a message. Traditional cryptography has usually involved
the creation and sharing of a secret key for the encryption and decryption of
messages. This secret or private key system has the significant flaw that if the
key is discovered or intercepted by someone else, messages can easily be
decrypted. For this reason, public key cryptography and the public key
infrastructure is the preferred approach on the Internet. (The private key system
is sometimes known as symmetric cryptography and the public key system as
asymmetric cryptography.)

A public key infrastructure consists of:

e A certificate authority (CA) that issues and verifies digital certificate. A
certificate includes the public key or information about the public key

e A registration authority (RA) that acts as the verifier for the certificate
 autnority before a digital certificate is issued to a requestor

e One or more directories where the certificates (with their public keys) are
held

o A certificate management system
1.4.11 Using Steganbgraphy

Steganography is beneficial for securely storing sensitive data, such as hiding
system passwords er keys within other files. However, it can also pose serious
problems because it's difficult to detect. Network surveillance and monitoring
systems will not flag messages or files that contain steganographic data.
Therefore, if someone attempted to steal confidential data, they could conceal it
within another file and send it in an innocent looking email.

Data Access
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1.4.12 IP Security

§

IP security allows individual users or organizations to secure traffic for all
applications, without having to make any modifications to the applications.
Therefore, the transmission of any data, such as e-mail or application-specific
company data can be made secure. ' '

1.4.13 Using Rights ManagementvServices

A lot of data that flows around nowadays can be quite sensitive. So how do you
protect sensitive data from being forwarded to people who you don’t actually
want to read it. The solution is to use Active Directory Rights Management and
this section shows you the steps to went through to get it to work. '

Active Directory Rights Management

To do this you add the role to the server

Go through the next screens accepting the defaults until you reach the database
screen

Here you can either select to use the Windows internal database to store all the
data or select an existing SQL Server. In this case the screenshot shows our
SQL 2008 R2 cluster



Data Access

Select a user that has network access to the server and then work through the
next screens accepting the defaults until you get to the cluster address screen

At this screen you need to the FQDN of the server and also decide if you are
going to use https or just plain old http |

At the next screens accept the defaults and give a name to the certificate store
you will remember

The role should now install

Using Rights Management In Office 2010

Here we have a document in Word 2010 that I only want one other person to be
able to read '
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To protect the file click on the File tab and from the info option select

Permissions | Protect Document | Restrict Permission By People |
Restricted Access

%&ftymﬁm abowst Press Belease 34120000

oo 1810 I00 B

Tick the box to restrict permission and then enter the name of the person you
want to be able to access the document

m&m#mnhudni

mum' &am«mm

You can set it up so that certain people can read the document and other people
can read and change the document

24




Click OK and save the document Data Access

“You will now see a yellow bar above the document teliing you that you have
security in place '

The End User
So what happens when you send the file to the user.

Here is the email containing the file

A 'W-M,«‘-H

Even though the user can click to enable editing, when they do nothing
happens. They can also view the permissions they have by clicking on the
View Permission button

25
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But what happens when it gets forwarded onto a user who does not have
permission to view the file.

Open the file and again the first thing that happens is that the user is told that
the file has restricted access and it will need to contact the rights management
server to download credentials

As you can see they can change the user that is being used to access the
document or request permission to view it from the author. Clicking No will
close the document
Check Your Progress 3
Note: a) Space is given below for writing your answer.

b) Compare your answer with the one given at the end of the Unit.

1) How to securely send E-mails and transfer files?



3) What is the difference between network security and cryptography?

.............................................................................................
.............................................................................................
..............................................................................................

1.5 LET US SUM UP

This unit is an effort towards answering some of the fundamental queries about
Data Access and Internet security. There are various kinds of security controls-
access, flow, cryptographic etc and all of them complement each other to
provide the security to the important data. Management and reporting
capabilities are critical in any data security solution deployment. Not only must
they provide simple intuitive interfaces but they must also consolidate many
tasks, sometimes spanning multiple security solutions mentioned in this unit.
All the preventive measures discussed here to subject to practical limitations
which keep them away from achieving their objectives under all conditions.
‘There is no such mechanism which is perfectly secure and provides 100%
security against unauthorized data access but they are good enough to reduce
the risk of compromise to an acceptable level.

Data Access
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1.6 CHECK YOUR PROGRESS: THE KEY

Check Your Progress 1

D

2)

3)

4)

Many people still feel - insecure about making purchases or sharing
information over the Internet. If proper protocols are followed, this is an
unreasonable concern. Many other ways of sharing information are less
secure than a computer network. Information sent through the mail or a
courier setvice passes through many waypoints on its journey, each point or
person offering opportunities for theft or damage. Making purchases over a
telephone can be risky because information can be picked up with a radio
scanner or in some cases with another telephone. Digital data encryption
creates a secure network that allows information to be sent and received
without many concerns.

There’s no question about it: Securing data has changed. Security
buzzwords like firewalls, passwords and intrusion detection are now
making room for up-and-coming terms like compliance and regulations.
It’s no longer enough to protect systems from external threats only. And
with new laws and regulations, the cost of maintaining system compliance
and passing audits continues to grow. Major standards and requirements
such as Payment Card Industry (PCI), Sarbanes-Oxley and HIPAA are
driving many companies to reconfigure how their data is secured.

Threat — Anything that can exploit vulnerability, iﬁtentionally or
accidentally, and obtain, damage, or destroy an asset.

Vulnerability — Weaknesses or gaps in a security program that can be
exploited by threats to gain unauthorized access to an asset.

Risk — The potential for loss, damage or destruction of an asset as a result
of a threat exploiting vulnerability.

Spyware is considered as more dangerous than virus:
Virus Spyware
* Damages data » Steals sensitive private
information.
=  Written by hackers =  Written by professional online
* criminals.

= Infection is obvious and can | = Infection is silent and cannot by
be detected with detected anti-virus software with
anti-virus software.

= Most computer users are = Very few computer users are
sufficiently protected. protected
= The threat is decreasing » The threat is increasing




w

Check Your Progress 2

)

2)

Firewall is software that works on some set of rules and instructions given
by you. A firewall helps to keep your computer more secure and protect
from many security problems like; hacking, Trojan horse, Virus, etc. It
restricts information that comes to your computer from other computers,
giving you more control over the data on your computer and providing a
line of defense against people or programs (including viruses and worms)
that try to connect to your computer without invitation. - '

Working of a Firewall

Data security is important to most businesses. Financial information such
as accounts and tax details, or employee information - including payroll
and personnel records - could be very difficult to replace. This could
expose you to certain risks that need managing carefully. If you lost data
through human error, fire, and theft or for some other reason, you would at
the very least have to spend time and effort collecting and reproducing the
information.

More seriously, loss of confidential or sensitive data could expose you to
the risk of fraud or copyright breaches. Your sales, distribution and
the reputation of your business could be directly affected. Projects in
progress - e.g. new product designs - could be delayed as the work is
redone.

Losing data in a customer database - such as customer names, contact

details and information on their buying habits - could prevent you targeting
customers with appropriate mail shots or informing them of new products.
This could mean you lose potential sales, and revenue.

A virus can damage your business by making documents stored on
computers unusable. As more and more business is conducted via email, a
virus can also make getting in contact with suppliers and customers more
difficult. This can mean delays in making purchase orders and taking
customer orders.

Data Access

29



Secure Application
Development -I1

30

3)

4)

You should also remember that you have a responsibility to safeguard any
personal data that you store. You may be committing an offence under the
Data Protection Act if ydu don't guard against unauthorized access to, and
accidental loss of, damage to or destruction of personal data.

A good password has the fbllowing qualities:

= Jtis at least seven characters long

= [t is easy enough for you to remember that you do not need to write it
down

= [t includes both upper and lower case letters
= [t includes digits and/or punctuation characters as well as letters
= [t does not use proper names, such as, Washington, Harry, Bob, etc.

= [t does not use personal information, such as, your phone number, street
address, pet’s name, etc.

= tis not a dictionary searchable word in any language.

SMTP is an acronym for Simple Mail Transfer Protocol.SMTP is an
acronym for Simple Mail Transfer Protocol. It is an Internet standard
outlined by Internet Engineering Task Force (IETF) to be used for sending
email messages. All internet providers nowadays use this protocol to send
email. When using SMTP, there should be a client sending the messages
and the server receiving them. Your email program utilizes this protocol
and acts as SMTP client to distribute email messages to recipients. In most
cases you will configure and use any email client the same way you do with
your regular email client like Microsoft Outlook. You will specify the
SMTP server that Internet provider gave you. When the SMTP Client sends
email messages, it connects to the SMTP server you have specified and
communicates to it using SMTP protocol.

Check Your Progress 3

1)

Even in this day and age, after decades of having the Internet, we are still
surprisingly sending and receiving most of our e-mails and information
insecurely through the World Wide Web. We’re still using most of the
founding protocols and technologies that transfer data in what we call clear-
text. When in clear-text, your passwords and the data content can be
captured on the local network you’re connected to, which is an even bigger
problem when connected to a public Wi-Fi hotspot or Internet port.

- Additionally, the data could be captured and read By hackers or

eavesdroppers during stops at servers when it’s moving through the Web.

There are two main concerns when speaking about e-mail .security--the
security of the link between the e-mail server and e-mail client, or whether
or not it’s encrypted; and the security of the e-mail message content and



2)

3)

any attachments, or whether or not it’s encrypted during transmission and
storage. These two concerns apply to each the sender and recipient(s).To
address the first concern, you can use a Web-based client or e-mail service
where you can login through a Web browser. Just make sure you’re logging
on through an HTTPS address. You should see a padlock in the lower right
side of your browser or next to the address bar on top. If you must use an e-
mail client program (such as Outlook or Thunderbird), try to use SSL
encryption, which your e-mail provider must support. To address the
second concern, you could encrypt your e-mail messages. The traditional
method is to use PGP encryption with digital certificates to get a private
and public encryption key. You’d send people your public key so they
could send you encrypted messages that you’d decrypt with your private
key.

An alternative method to address the second, or message encryption, issue
you might find easier is to use an online secure messaging service. Of
course, this depends on how well you trust the service provider. Send, for
example, lets you quickly send and receive secure messages and
attachments without creatingi a new e-mail address. If you’d like a new e-
mail provider, consider those that offer security features, such as Hush
mail.

Some of the most common web applications attacks are: »

e Anonymous Proxy Vulnerabilities

e Brute Force Login

o Buffer Overflow

e Cookie Injection

e Cookie Poisoning

o Corporate Espionage

¢ Credit Card Exposure

e Cross Site Request Forgery (CSRF)

e Known Worms

e Malicious Encoding

Cryptography is the deliberate attempt to obscure or scramble the
information so that only an authorized receiver can see the message.
Network security may employ cryptography, but has many other tools to

secure a network, including firewalls, auditing, Intrusion Detection
Systems, and so forth.

Cryptography would be used only when trying to keep messages secret
when sending them across a network or keeping information secret in a file.

Data Access
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4) Network Eavesdropping or network sniffing is a network layer attack

consisting of capturing packets from the network transmitted by others'
computers and reading the data content in search of sensitive information
like passwords, session tokens, or any kind of confidential information. The
attack could be done using tools called network sniffers. These tools collect
packets on the network and, depending on the quality of the tool, analyze
the collected data like protocol decoders or stream reassembling.
Depending on the network context, for the sniffing to be the effective, some
conditions must be met: *

e LAN environment wifh HUBs

This is the ideal case because the hub is a network repeater that duplicates
every network frame received to all ports, so the attack is very simple to
implement because no other condition must be met.

* LAN environment with switches

To be effective for eavesdropping, a preliminary condition must be met.
Because a switch by default only transmits a frame to the port, a
mechanism that will duplicate or will redirect the network packets to an
evil system is necessary. For example, to duplicate traffic from one port to
another port, a special configuration on the switch is necessary. To redirect
the traffic from one port to another, there must be a preliminary
exploitation like the arp spoof attack. In this attack, the evil system acts like
a router between the victim’s communications, making it possible to sniff
the exchanged packets. ‘

e WAN environment

In this case, to make a network sniff it's necessary that the evil system
becomes a router between the client server communications. One way to
implement this exploit is with a DNS spoof attack to the client system.

Network Eavesdropping is a passive attack which is very difficult to
discover. It could be identified by the effect of the preliminary condition or,
in some cases, by inducing the evil system to respond a fake request
directed to the evil system IP but with the MAC address of a different
system. Consider an example, when a network device called a HUB is used
on the Local Area Network topology, the Network Eavesdropping become
easier because the device repeats all traffic received on one port to all other
ports. Using a protocol analyzer, the attacker can capture all traffic on the
LAN discovering sensitive information.



5)

6)

.. 1O Victim?:
Password : Secret:

1O : Victimn1,
_Password : Secret; i

1D : Victimi;
Password : Secret; -~

Attacker Database Server

Local Eavesdropping attack

It's used to protect your information while you are communicating with
bank servers and so on. It's already established that information can be
stolen during transfers; network security helps to prevent such things.

Since the internet has become such an important tool to access an endless
source of information, having a system to securely perform this on your
computer is extremely important to a large majority of people today.

A process called Encryption becomes vital for a secure and safe
environment for the computers and the internet. The basis of encryption
comes from the age old process called cryptography, which is basically
secret writing that needs to be decoded. Since cryptography is a code that
relies on human input, computers are needed to have a secure process by
which the code can be cracked and a secure transmission is delivered.
Encryption is a method by which any kind of messages such as email, e-

commerce, banking, or any other personal information, become encoded so

they are illegible to anyone other the intended person without a special
deciphering of the code, with a special key or other code. This form of

security is necessary to handle the privacy of almost all personal and

private information that passes through from one computer to another.
Information such as data or messages that are sent is regarded as plain text
until that information is encrypted and then is labeled as cipher text.

Here is a list of several ways encryption is used on the internet today:

e Banks and other financial institutions
e Credit card companies
e Private correspondence (e-mail)

e Information for applications, for example, social security numbers,
individual personal profile data, and any other personal profile
information.

e Company profiles and private information

Data Access
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Computers may use either one of two encryption schemes; public key or
symmetric key, to convert plain text into cipher text w1th the end result of
locking or unlocking data.

1.7 SUGGESTED READINGS

e Aktan, B., C.A. Bohus, L.A. Crowl and M.H. Shor(1996). Distahce
Learning Applied to Control Engineering Laboratories. IEEE Transactions
on Education, 39(3), 320-326.

e David Salomon, Data Privacy and Security, Springer.

e Henry, J. (1996). Controls Laboratory Teaching via the World Wide Web.
In: Proceedings of the ASEE Annual Conference. Washington, USA,
Session 3513 Hughes Technologies (1999). Mini SQL (mSQL).

e http://www.Hughes.com.au/products/msql/The Center for Imaginary
Environments (1999).mSQL-JDBC.

e http://www.imaginary.com/Java/Soul/Jochheim, A. and C. R"ohrig (1999).
The Virtual Lab for Teleoperated Control of Real Experiments.In:
Proceedings of the 38th IEEE Conference on Decision and Control.
Phoenix, USA, 1, 819-824.

e Ondrejkov’a, R. (1998). Graphical User Interface to Evaluate Experiments
in Virtual Lab. Diploma Thesis, University of Hagen, Slovak Technical
University Bratislava.Overstreet, J. W. and A. Tzes (1999). An Internet-
Based Real-Time Control Engineering Laboratory, IEEE Control Systems
Magazine, 19(5), 19-34.

e R. Perlman, Network Security: Private Communication in a Public World -
2nd ed.", Prentice Hall 2002 (ISBN 0130460192).

e William Stallings and Lawrence Brown, Computer Security: Principles and
Practice, Prentice Hall.



UNIT 2 ERROR HANDLING AND
LOGGING

Structure

2.0  Introduction
2.1 Objectives
2.2 Error Handling .
2.2.1 Fail Safe
2.2.2  Debug Errors
2.2.3  Exception Handling
2.2.4 Functional Return Values
2.3 Error Reporting
24  Error Suppression
2.5  Triggering Errors
2.6 Defining Error Handlers
2.7  Detailed Error Messages
2.7.1 How to Determine If You Are Vulnerable?
2.7.2  How to Protect Yourself?
2.8  Logging
2.8.1 Where to Log to?
2.8.2 Handling
2.8.3  General Debugging
2.8.4 Forensics Evidence
2.8.5 Attack Detection
2.8.6  Quality of Service
2.8.7  Proof of Validity
2.8.8 Logging Types
2.9  Different Types of Security Obstruction
29.1 Noise
2.9.1.1 How to Protect Yourself?
2.9.2 Cover Tracks
2.9.2.1 How to Protect Yourself?
2.9.3 False Alarms
' ~2.9.3.1 How to Protect Yourself?
2.9.4 Denial of Service
2.9.4.1 How to Protect Yourself?
2.9.5 Destruction
©2.9.5.1 How to Protect Yourself?
2.9.6  Audit Trails
2.9.6.1 How to Determine If You Are Vulnerable?
2.9.6.2 How to Protect Yourself? _
2.10  Problem and Solution- Scalable From Small to Large Systems in Error
Handling And Logging
2.11  Action to Be Taken in Error Handling and Logging
2.12  Let Us Sum Up
2.13  Check Your Progress: The Key
2.14 Suggested Readings



Secure Application
Development -II

36

2.0 INTRODUCTION

All the sectors of economy are required by legal and regulatory requirements to
be:

e Auditable — all activities that affect user state or balances are formally
tracked

e Traceable — it’s possible to determine wheré an activity occurs in all
tiers of the application

e High integrity — logs cannot be overwritten or tampered with by local or
remote users

Well-written applications will dual-purpose logs and activity traces for audit
and monitoring, and make it easy to track a transaction without excessive effort
or access to the system. They should possess the ability to easily track or
identify potential fraud or anomalies end-to-end.

Error handling and logging are different aspects of the same topic: how to
track events within an application. It is the best step to adapt some good
strategies like: Fail safe — do not fail open, Dual purpose logs, Audit logs are
legally protected — protect them and Reports and search logs using a read-only
copy or complete replica.

2.1 OBJECTIVES

After studying this unit, you should be able to describe:

o Error Handling;

e Error Reporting and Error Suppression; and

e Logging.

2.2 ERROR HANDLING

Error handling is an important part of any real-world application. This provides
a number of mechanisms that can be uséd to handle errors, both during the

development process and once your application is in a production environment. -

Error handling takes two forms: structured exception handling and functional
error checking. Structured exception handling is always preferred as it is easier
to cover 100% of code. Functional languages, such as PHP 4, that do not have
exceptions are very hard to cover 100% of all errors. Code that covers 100% of
errors is extraordinarily verbose and difficult to read, and can contain subtle
bugs and errors in the error handling code itself. Motivated attackers like to see



error messages as they might leak information that leads to further attacks, or
may leak privacy related information. Web application error handling is rarely
‘robust enough to survive a penetration test. Applications should always fail
safe. If an application fails to an unknown state, it is likely that an attacker may
be able to exploit this indeterminate state to access unauthorized functionality,
or worse create, modify or destroy data.

2.2.1 Fail Safe

« Inspect the application’s fatal error handler.

e Does it fail safe? If so, how?

o s the fatal error handler called frequently enough?

o What happens to in-flight transactions and ephemeral data?
2.2.2 Debug Errors

¢ Does production code contain debug error handlers or messages?

o If the language is a scripting language without effective pre-processing
or compilation, can the debug flag be turned on in the browser?

e Do the debug messages leak privacy related information, or information
that may lead to further successful attack?

2.2.3 Exception Handling

 Does the code use structured exception handlers (try {} catch {} etc) or
function-based error handling?

o If the code uses function-based error handling, does it check every
return value and handle the error appropriately?

o Would fuzz injection against the average interface fail?
2.2.4 Functional Return Values
Many languages indicate an error condition by return value. E.g.:
$query = mysql_query(“SELECT * FROM table WHERE id=4", $conn);
if (§query === false) {// error}

¢ Are all functional errors checked? If not, what can go wrong?

2.3 ERROR REPORTING

Normally, when an error occurs in a script, the error message is inserted into
the script's output. If the error is fatal, the script execution stops.
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There are three levels of conditions: notices, warnings, and errors. A notice is a
condition encountered while executing a script that could be an error but could
also be encountered during normal execution (e.g., trying to access a variable
that has not been set). A warning indicates a nonfatal error condition; typically,
warnings are displayed when calling a function with invalid arguments. Scripts
will continue executing after issuing a warning. An error indicates a fatal
condition from which the script cannot recover. A parse error is a specific kind
of error that occurs when a script is syntactically incorrect. All errors except
parse errors are runtime erTors.

By default, all conditions except runtime notices are caught and displayed to
the user. User can change this behavior globally in your php.ini file with the
error_reporting option. User can also locally change the etror-reporting
behavior in a script using the error_reporting( ) function.

With both the error reporting option and the error_reporting( ) function, you
specify the conditions that are caught and displayed by using the various
bitwise operators to combine different constant value.

2.4 ERROR SUPPRESSION

User can disable error messages for a single expression by putting the error
suppression operator (@ before the expression. For example:

$value = @(2/ 0);

Without the error suppression operator, the expression would normally halt
execution of the script with a "divide by zero" error. As shown here, the
expression does nothing. The error suppression operator cannot trap parse
errors, only the various types of runtime errors.

To turn off error reporting entirely, use:
error_reporting(0);

This ensures that, regardless of the errors encountered while processing and
executing your script, no errors will be sent to the client (except parse errors,
which cannot be suppressed). Of course, it doesn't stop those errors from
occurring.

2.5 TRIGGERING ERRORS

User can throw an error from within a script with the trigger error( ) function:
trigger error(message [, type]);

The first parameter is the error message; the second, optional, parameter is the




condition level, which is either E USER_ERROR, E USER _WARNING, or
E USER_NOTICE (the default).

Triggering errors is useful when writing your own functions for checking the
sanity of parameters.

2.6 DEFINING ERROR HANDLERS

Error handling refers to the anticipation, detection, and resolution of
programming, application, and communications errors. Specialized programs,
called error handlers, are available for some applications. The best programs of
this type forestall errors if possible, recover from them when they occur
without terminating the application, or (if all else fails) gracefully terminate an
affected application and save the error information to a log file.

In programming, a development error is one that can be prevented. Such an
error can occur in syntax or logic. Syntax errors, which are typographical
mistakes or improper use of special characters, are handled by rigorous
proofreading. Logic errors, also called bugs, occur when executed code does
not produce the expected or desired result. Logic errors are best handled by
meticulous program debugging. This can be an ongoing process that involves,
in addition to the traditional debugging routine, beta testing prior to official
release and customer feedback after official release.

A run-time error takes place during the execution of a program, and usually
happens because of adverse system parameters or invalid inputdata. An
example is the lack of sufficient memory to run an application or a memory
conflict with another program. On the Internet, run-time errors can result from
electrical noise, various forms of malware or an exceptionally heavy demand on
a server. Run-time errors can be resolved, or their impact minimized, by the
use of error handler programs, by vigilance on the part of network and server
administrators, and by reasonable security countermeasures on the part of
Internet users. '

If there is a need to better error control than just hiding any errors (and you
usually do), user needs to supply PHP with an ervor handler. The error handler
is called when a condition of any kind is encountered and can do anything you
want it to, from logging to a file to pretty-printing the error message. The basic
process is to create an error-handling function and register it with
set_error_handler( ).

The function declare can take in either two or five parameters. The first two
parameters are the error code and a string describing the error. The final three
parameters, if your function accepts them, are the filename in which the error
occurred, the line number at which the error occurred, and a copy of the active
symbol table at the time the error happened. Your error handler should check
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the current level of errors being reported with error reporting( ) and act
appropriately.

The call to set_error_handler( ) returns the current error handler. You can
restore the previous error handler either by calling set error _handler( ) with the
returned value when your script is done with its own error handler, or by
calling the restore_error_handler( ) function.

Example: SQL Runtime_ Error Handling

- In SQL, an error condition is called an exception. Exceptions can be internally

defined (by the runtime system) or user defined. Examples of internally defined
exceptions include division by zero and out of memory. Some common internal
exceptions have predefined names,

such as ZERO DIVIDE and STORAGE_ERROR. The other internal exceptions
can be given names.

Define exceptions of your own in the declarative part of any SQL block,
subprogram, or package. For example, you might define an exception named

insufficient_ funds to flag overdrawn bank accounts. Unlike internal exceptions,

user-defined exceptions must be given names.

When an error occurs, an exception is raised. That is, normal execution stops
and control transfers to the exception-handling part of your PL/SQL block or
subprogram. Internal exceptions are raised implicitly (automatically) by the
run-time system. User-defined exceptions must be raised explicitly
by RAISE statements, which can also raise predefined exceptions.

To handle raised exceptions, you write separate routines called exception
handlers. After an exception handler runs, the current block stops executing
and the enclosing block resumes with the next statement. If there is no
enclosing block, control returns to the host environment.

Example calculates a price-to-earnings ratio for a company. If the company has
zero earnings, the division operation raises the predefined
exception ZERO_DIVIDE, the execution of the block is interrupted, and control
is transferred to the exception handlers. The optional OTHERS handler catches
all exceptions that the block does not name specifically.

Example 1 Runtime Error Handling
DECLARE
stock_price NUMBER := 9.73;
net_earnings NUMBER := 0;

pe_ratio NUMBER;



BEGIN Error Handling and
Logging
_-- Calculation might cause division-by-zero error. -
pe_ratio := stock_price / net_earnings;
DBMS_OUTPUT.PUT_LINE(’P_rice/eaminés ratio ="' || pe_ratio);
EXCEPTION -- exception handlers begin
-- Only one of the WHEN blocks is executed.
WHEN ZERO_DIVIDE THEN -- handles 'division by zero' error
DBMS_OUTPUT.PUT_LINE('Company must have had zero earnings.");
pe_ratio := NULL,;
WHEN OTHERS THEN -- handles all-other errors
DBMS_OUTPUT.PUT_LINE('Some other kind of error occurred.");
pe_ratio := NULL;
END; -- exception handlers and block end here
/

The example illustrates exception handling. With some better error checking,
we could have avoided the exception entirely, by substituting a null for the
answer if the denominator was zero, as shown in the following example.

DECLARE
stock_price NUMBER :=9.73;
net_earnings NUMBER =0
pe_ratio NUMBER;
BEGIN .
pe_ratio :=
CASE net_earnings
WHEN 0 THEN NULL
ELSE stock_price / net_earnings
end;

END;
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2.7 DETAILED ERROR MESSAGES

Detailed error messages provide attackers with a mountain of useful
information.

2.7.1 How to Determiﬁe If You Are Vulnerable?

e Are detailed error messages turned on?

e Do the detailed error messages leak information that may be used to
stage a further attack, or leak privacy related information?

o Does the browser cache the error message?
2.7.2 How to Protect Yourself?

Ensure that your application has a “safe mode” to which it can return if
something truly unexpected occurs. If all else fails, log the user out and close
the browser window. ‘

Production code should not be capable of producing debug messages. If it does,
debug mode should be triggered by editing a file or configuration option on the
server. In particular, debug should not enabled be an option in the application
itself.

If the framework or language has a structured exception handler (i.e. try {}
catch {}), it should be used in preference to functional error handling.

If the application uses functional error handling, its use must be comprehensive
and thorough. ‘

Detailed error messages, such as stack traces or leaking privacy related
information, should never be presented to the user. Instead a generic error
message should be used. This includes HTTP status response codes (i.e. 404 or
500 Internal Server error).

Check Your Progress 1
Note: a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the Unit.

1) What are the two forms of error handling?

...........................................................................................



2) Which code should not be capable of producing debug messages?

3) In which mode your application to which it can return if something
unexpected occurs?

2.8 LOGGING

2.8.1 Where to Log To?

Logs should be written so that the log file attributes are such that only new
information can be written (older records cannot be rewritten or deleted). For
added security, logs should also be written to a write once / read many devices
such as a CD-R.

Copies of log files should be made at regular intervals depending on volume
and size (daily, weekly, monthly, etc.). A common naming convention should
be adopted with regards to logs, making them easier to index. Verification that
logging is still actively working is overlooked surprisingly often, and can be
accomplished via a simple job. '

Make sure data is not overwritten.

Log files should be copied and moved to permanent storage and incorporated
into the organization's overall backup strategy.

Log files and media should be deleted and disposed of properly and
incorporated into an organization's shredding or secure media disposal plan.
Reports should be generated on a regular basis, including error reporting and
anomaly detection trending.

Be sure to keep logs safe and confidential even when backed up.
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2.8.2 Handling

Logs can be fed into real time intrusion detection and performance and system
monitoring tools. All logging components should be synced with a timeserver
so that all logging can:be consolidated effectively without latency errors. This
time server should be hardened and should not provide any other services to the
network.

No manipulation, no deletion while analyzing.

- 2.8.3 General Debugging

Logs are useful in reconstructing events after a problem has occurred, security
related or not. Event reconstruction can allow a security administrator to
determine the full extent of an intruder's activities and expedite the recovery
process.

2.8.4 Forensics Evidence

Logs may in some cases be needed in legal proceedings to prove wrongdoing.
In this case, the actual handling of the log data is crucial.

2.8.5 Attack Detection

Logs are often the only record that suspicious behavior is taking place:
Therefore logs can sometimes be fed real-time directly into intrusion detection
systems.

2.8.6 Quality of Service

Repetitive polls can be protocol led so that network outages or server
shutdowns get protocolled and the behavior can either be analyzed later on or a
responsible person can take immediate actions.

2.8.7 Proof of Validity

Application developers sometimes write logs to prove to customers that their
applications are behaving as expected.

e Required by law or corporate policies.

e Logs can provide individual accountability in the web application
system universe by tracking a user's actions.

It can be corporate policy or local law to be required to (for example) save
header information of all application transactions. These logs must then be kept
safe and confidential for six months before they can be deleted.

The points from above show all different motivations and result in different
requircments and strategies. This means, that before we can implement a



logging mechanism into an application or system, we have to know the
requirements and their later usage. If we fail in doing so this can lead to
unintentional results.

Failure to enable or design the proper event logging mechanisms in the web
application may undermine an organization's ability to detect unauthorized
access attempts, and the extent to which these attempts may or may not have
succeeded. We will look into the most common attack methods, design and
implementation errors, as well as the mitigation strategies later on in this
chapter. '

There is another reason why the logging mechanism must be planned before
implementation. In some countries, laws define what kind of personal
information is allowed to be not only logged but also analyzed. For example, in
Switzerland, companies are not allowed to log personal information of their
employees (like what they do on the internet or what they write in their emails).
So if a company wants to log a worker's surfing habits, the corporation needs to
inform her of their plans in advance.

This leads to the requirement of having anonymized logs or de-personalized
logs with the ability to re-personalized them later on if need be. If an
unauthorized person has access to (legally) personalized logs, the corporation is
acting unlawful. So there can be a few (not only) legal traps that must be kept
in mind.

2.8.8 Logging Types

Logs can contain different kinds of data. The selection of the data used is
normally affected by the motivation leading to the logging. This section

contains information about the different types of logging information and the

reasons why we could want to log them.

In general, the logging features include appropriate debugging information
such as time of event, initiating process or owner of process, and a detailed
description of the event. The following are types of sys*em events that can be
logged in an application. It depends on the particular application or system and
the needs to decide which of these will be used in the logs:

o Reading of data file access and what kind of data is read. This not only
allows to see if data was read but also by whom and when.

o Writing of data logs also where and with what mode (append, replace)
data was written. This can be used to see if data was overwritten or if a
program is writing at all.

¢ Modification of any data characteristics, including access control
permissions or labels, location in database or file system, or data

Error Handling and
Logging

a5



Secure Application
Development -I1

46

ownership. Administrators can detect if their configurations were
changed.

e Administrative functions and changes in configuration regardless of
overlap (account management actions, viewing any user's data, enabling
or disabling logging, etc.)

e Miscellaneous debugging information that can be enabled or disabled
on the fly.

e All authorization attempts (include time) like success/failure, resource
or function being authorized, and the user requesting authorization. We
can detect password guessing with these logs. These kinds of logs can
be fed into an Intrusion Detection system that will detect anomalies.

e Deletion of any data (object). Sometimes applications are required to
have some sort of versioning in which the deletion process can be
cancelled. '

e Network communications (bind, connect, accept, etc.). With this
information an Intrusion Detection system can detect port scanning and
brute force attacks.

e All authentication events (logging in, logging out, failed logins, etc.)
that allow to detect brute force and guessing attacks too.

2.9 DIFFERENT TYPES OF SECURITY OBSTRUCTIONS

2.9.1 Noise

Noise is intentionally invoking security errors to fill an error log with entries
(noise) that hide the incriminating evidence of a successful intrusion. When the
administrator or log parser application reviews the logs, there is every chance
that they will summarize the volume of log entries as a denial of service
attempt rather than identifying the 'needle in the haystack'.

2.9.1.1 How to Protect Yourself?

This is difficult since applications usually offer an unimpeded route to
functions capable of generating log events. If you can deploy an intelligent
device or application component that can shun an attacker after repeated
attempts, then that would be beneficial. Failing that, an error log audit tool that
can reduce the bulk of the noise, based on repetition of events or originating
from the same source for example. It is also useful if the log viewer can display
the events in order of severity level, rather than just time based.



2.9.2 Cover Tracks

In logging mechanism attacks goes to the contender who can delete or
manipulate log entries at a granular level, "as though the event never even
happened!" Intrusion and deployment of rootkits allows an attacker to utilize
specialized tools that may assist or automate the manipulation of known log
files. In most cases, log files may only be manipulated by users with root /
administrator privileges, or via approved log manipulation applications. As a
general rule, logging mechanisms should aim to prevent manipulation at a
granular level since an attacker can hide their tracks for a considerable length
of time without being detected. Simple question; if you were being
compromised by an attacker, would the intrusion be more obvious if your log
file was abnormally large or small, or if it appeared like every other day's log?

2.9.2.1 How to Protect Yourself?

Assign log files the highest security protection, providing reassurance that you
always have an effective 'black box' recorder if things go wrong. This includes:

o Applications should not run with Administrator, or root-level
privileges. This is the main cause of log file manipulation success since
super users typically have full file system access. Assume the worst
case scenario and suppose your application is exploited. Would there be
any other security layers in place to prevent the application's user
privileges from manipulating the log file to cover tracks?

o Ensuring that access privileges protecting the log files are restrictive,
reducing the majority of operations against the log file to alter and read.

o Ensuring that log files are assigned object names that are not obvious
and stored in a safe location of the file system.

e Writing log files using publicly or formally scrutinized techniques in an
attempt to reduce the risk associated with reverse engineering or log file
manipulation.

e Writing log files to read-only media (where event log integrity is of
critical importance).

o Use of hashing technology to create digital fingerprints. The idea is that
if an attacker does manipulate the log file, then the digital fingerprint
will not match and an alert generated.

e Use of host-based IDS technology where normal behavioral patterns
can be 'set in stone'. Attempts by attackers to update the log file through
anything but the normal approved flow would generate an exception
and the intrusion can be detected and blocked. This is one security
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control that can safeguard against simplistic administrator attempts at
modifications.

2.9.3 False Alarms

Taking cue from the classic 1966 film "How to Steal a Million", or similarly
the fable of Aesop; "The Boy Who Cried Wolf", be wary of repeated false
alarms, since this may represent an attacker's actions in trying to fool the
security administrator into thinking that the technology is faulty and not to be
trusted until it can be fixed.

2.9.3.1 How to Protect Yourself?

Simply be aware of this type of attack, take every security violation seriously,
always get to the bottom of the cause event log errors rather, and don't just
dismiss errors unless you can be completely sure that you know it to be a
technical problem.

2.9.4 Denial of Service

'By repeatedly hitting an application with requests that cause log entries,

multiply this by ten thousand and the result is that you have a large log file and
a possible headache for the security administrator. Where log files are
configured with a fixed allocation size, then once full, all logging will stop and
an attacker has effectively denied service to your logging mechanism. Worse
still, if there is no maximum log file size, then an attacker has the ability to
completely fill the hard drive partition and potentially deny service to the entire
system. This is becoming more of a rarity though with the increasing size of
today's hard disks.

2.9.4.1 How to Protect Yourself?

The main defense against this type of attack are to increase the maximum log
file size to a value that is unlikely to be reached, place the log file on a separate
partition to that of the operating system or other critical applications and best of
all, try to deploy some kind of system monitoring application that can set a
threshold against your log file size and/or activity and issue an alert if an attack
of this nature is underway.

2.9.5 Destruction

Following the same scenario as the Denial of Service above, if a log file is
configured to cycle round overwriting old entries when full, then an attacker
has the potential to do the evil deed and then set a log generation script into
action in an attempt to eventually overwrite the incriminating log entries, thus
destroying them.




If all else fails, then an attacker may simply choose to cover their tracks by
purging all log file entries, assuming they have the privileges to perform such
actions. This attack would most likely involve calling the log file management
program and issuing the command to clear the log, or it may be easier to
simply delete the object which is receiving log event updates (in most cases,
this object will be locked by the application). This type of attack does make an
intrusion obvious assuming that log files are being regularly monitored, and
does have a tendency to cause panic as system administrators and managers
realize they have nothing upon which to base an investigation on.

2.9.5.1 How to Protect Yourself?

Following most of the techniques suggested above will provide good protection
against this attack. Keep in mind two things:

e Administrative users of the system should be well trained in log file
management and review. 'Ad-hoc' clearing of log files is never advised
and an archive should always be taken. Too many times a log file is
cleared, perhaps to assist in a technical problem, erasing the history of
events for possible future investigative purposes.

e An empty security log does not necessarily mean that you should pick
up the phone and fly the forensics team in. In some cases, security
logging is not turned on by default and it is up to you to make sure that
it is. Also, make sure it is logging at the right level of detail and
benchmark the errors against an established baseline in order measure
what is considered 'normal’ activity.

2.9.6 Audit Trails

Audit trails are legally protected in many countries, and should be logged into
high integrity destinations to prevent casual and motivated tampering and
destruction.

2.9.6.1 How to Determine If You Are Vuinerable?

e Do the logs transit in the clear between the logging host and the
destination? -

o Do the logs have similar tamper proofing mechanism to prevent change
from the time of the logging activity to when it is reviewed?

o Can relevant logs be easily extracted in a legally sound fashion to assist
with prosecutions?

2.9.6.2 How to Protect Yourself?

e Only audit truly important events — you have to keep audit trails for a
long time, and debug or informational messages are wasteful
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o Log centrally as appropriate and ensure primary audit trails are not kept
on vulnerable systems, particularly front end web servers

e Only.review copies of the logs, not the actual logs themselves
e Ensure that audit logs are sent to trusted systems

e For highly protected systems, use write-once media or similar to
provide trust worthy long term log repositories

o For highly protected systems, ensure there is end-to-end trust in the
loggiﬁg mechanism. World writeable logs, logging agents without
credentials (such as SNMP traps, syslog etc.) are legally vulnerable to
being excluded from prosecution

2.10 PROBLEM AND SOLUTION-SCALABLE

FROM SMALL TO LARGE SYSTEMS IN
ERROR HANDLING AND LOGGING

In the process of tackling the problem several well-known patterns are used.
Error handling is universal to small and large systems, and whatever
mechanism user uses to handle errors there is always a need to log errors. Error
handling and logging is one of the key reasons why small solutions often don't
scale upwards.

E.g.

In a 500-line program user can send error reports to standard error, or a
message box. In a 50,000-line program that is distributed across multiple
machines and compiled from re-usable libraries something more substantial is
required.

The solution is designed to scale from small systems to large systems.
The problem
Three principal requirements are:

e The error log should be easily accessible and easy to use: developers
should be encouraged to log early, log often.

e [t should be possible to log to multiple destinations (sinks.)
e [t should be possible to add and remove sinks at run time.

In a console application user traditionally send error messages to the console
on stderr/cerr, and in a GUI user typically send the errors to message boxes for
the user to read and dismiss. In larger systems log errors to a file, database,



remote error logging component or an OS based log, e.g. the NT Event log and
UNIX syslog.

There is a need to log errors to different places at different times, although it is
hard to beat a simple text file for audit purpeses. In more exotic configurations
it may be desirable to dynamically change logging sinks: e.g. when connected
to the Internet send error reports to the home site.

To build there will be a need of:

One chain of responsibility design pattern: each destination sink is
listed in a map, the message is passed to each sink which has the
opportunity to do something with it.

Two singleton design patterns: all messages for logging are channeled
to a single point, from here they are distributed to the various sinks.

One very small strategy pattern: this is used to reduce the amount of
code needed when iterating over the map.

One proxy pattern: using a proxy output stream allows messages to be
streamed to the log.

One namespace: suitable for implementing a sub-system.

One critical section: this allows the model to be used in multi-threaded
systems.

Classification of messages system: here divided into Error messages,
Warning messages (potential errors), Information messages (not an
error, but something worth noting) and Debug messages (something the
developer thought might be useful to know.)

Pointers to members: not a typo but a lesser know aspect of C++

Initialization of non-local objects

Error Logging is a Sub-System

Error handling should be built at all levels of a system from the bottom
up. Hence, any logging mechanism should inhabit one of the lowest
layers. This layer exhibits several characteristics:

High integrity code: the code will not be executed often (we hope) but
when it executes we expect it to work perfectly, the last thing we want
is an error in the error logging. Paradoxically, the most important code
is some of the least used. As usual the solution is to keep the code short
and simple.

Good performance and limited risks : if the system is failing we may
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not have much time left, further we don't know what has gone wrong, it
would be better to avoid allocating memory (we may be out of
memory), performing GUI actions (the GUI may be stalled), and so on.
Of cause each system will be different. When there is an error to report
have to do it fast'and at minimum risk.

e The log should be accessible from any point in the program or libraries:
an error may occur at any point, if the logging mechanism is wrapped in
class we must have a pointer or reference to the object before we can
log. Either make this a global or pass it as a parameter.

e The sub-system should be stable: so built it into our libraries.

e The system should allow for expansion: if corporate policy mandates
that all logs should be made to a central server we should be able to add
this with minimum source code changes.

Overview of Patterns
Singleton

This is probably the easiest pattern to understand and one of the most widely
used. The pattern name is an accurate summary of the pattern: the is only one
of this thing. Usually, the thing is a class, so a singleton pattern typically occurs
where there is only one instance of a particular class.

In this example, there may be many log sinks, but there is only one point of
logging. Behind this is a singleton object, the SinkStore that implements the
functionality, it would be pointless to have more than one SinkStore object.
Because SinkStore is hidden behind a namespace I have not enforced the
singleton pattern with program code.

The simplest way to ensure you have a singleton in your system is to add a
static member to the class. Initialise it to zero and have the class constructor
check it is zero before incrementing it. If the member is ever non-zero in the
constructor this cannot be the only object of this class so throw and excepetion
or assert out.

Proxy

A second singleton exists in this system. The LogStream class which acts to as
a proxy, it provides access to the log functions via the stream out operator.
Often a proxy is used to restrict access to a function or object, but in this
instance we are using a proxy to provide syntactic sugar, making it easier to log
messages.

A proxy is best summed up as: "a stand-in for the real image." Distributed
technologies (DCOM and CORBA) frequently use proxies on a local machine



to hide the location of the real target. A proxy may do very little, as in this
case, or it may perform some work (e.g. marshalling parameters for network
transfer in DCOM), but it never performs the actual task you requested.

Chain of Responsibility

In this pattern a chain of handlers - here implemented with a map but any
traversable structure may be used - is formed. A message, or other object, is
passed to each handler in turn, allowing each to do something with it. Each
handler implements functionality without the object being aware of what is
being done. Hence we decouple the object being acted upon from the action
performed, adding actions becomes easy.

In this implementation each message is passed to each link in the chain. One
variation - which is used in Microsoft ATL for windows messages - is to have
each handle return a "handled flag." When a handler returns true the chain is
terminated.

Strategy

In a strategy we know what we want to do, we can define an interface to
represent what we want to do, but we don't want to get our hands dirty with the
actual details. We are concerned with the bigger picture. In this case we are
concerned with ensuring that the message is logged, we don't care about how or
where.

A strategy allows us to vary the algorithm we are using while keeping the big
picture the same. The standard C++ library containers are good examples of
this. We know how to iterate over them, and iterating over each one is the
same, but how each container does it is different from container to container,
and even implementation to implementation. :

Strategy relies on encapsulating the interface to a process in such a way that the
process can differ without effecting the general technique.

Design

The sub-system presented here replies on a singleton logger. This is
implemented as set of functions in a namespace. As a namespace we can
provide global access to the logging functions without the dangers present in
global variables. -

The logger namespace presents an interface that hides an implementation using
a map. When a message is sent for logging it is passed to every handler in the
map allowing it to be handled any log sink.

All elements in the map must be derived from the abstract base class LogSink.
This provides the interface that allows the chain and strategy pattern to work.
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class LogSink

{

public:
explicit LogSink() {}
virtual ~LogSink() =0 {}
virtual void Debug(conststd::stringand) const = 0;
virtual void Information(conststd::stringand) const = 0;
virtual void Warning(conststd::stringand) const = 0,
virtual void Error(conststd::stringand) const = 0;

I

Elements of the map are created on the heap by the main program and adopted
by the sub-system. Once adopted the main program can choose to forget about
them, they will be deleted when the application is closed. If however, we
decide to remove one of the elements we may request it to be orphaned, at
which time is removed from the map and returned to the caller for deletion. To
make this possible all elements are named.

Messages may be sent to the logger either by direct function calls: Debug,
Information, Warning and Error; or by way of a stream class which may accept
elements of any type which operate with the standard streams. (You may add
additional overloads to provide syntactic sugar for other string types you may
be using.) A single output channel is provided - accessed through MsgOut() -
for sending these classes to the logger.

namespace Log {

void AdoptSink(conststd::stringand name, LogSink* const);
LogSink* OrphanSink(conststd::stringand name);

void Debug(conststd::stringand);

void Information(conststd::stringandmsg);

void Warning(conststd::stringandmsg);

void Error(conststd::stringandmsg);

}

Multi-threaded systems are allowed for by guarding critical sections. This code
should present a minimal burden on single-threaded systems.




Strategy for Chain Handlers

When a message is received it is passed to each handler in turn. Each element
is free to implement an empty function if it wishes, or take whatever action it
considers most appropriate.

The actual iteration is performed by the WriteMsg function regardless of the
actual method being called; the function implements the iteration, the actual
mechanics, are irrelevant, or to put it another way, the strategy is to call a
method on each handler. This is implemented using a pointer to a member.

As it's name suggests, a pointer to a member is not a function call itself, but is a
peinter, to a function call. Unlike pointers to functions it is not an absolute
memory address but an offset into the v-table of an object, it also ensures the
object called is available. It is perfect for this application where all the objects
are derived from a single base class, and all the functions which may be called
are similar virtual (indeed pure-virtual) functions of the base class. Importantly
the member functions are interchangeable.

What is actually present is a very small strategy pattern: the members form "a
family of algorithms" which are "interchangeable" which "lets the algorithm
vary independently from... use." In future a "new operation" can be defined
"without changing the classes on which is performed."

Handler Elements

Handlers must be derived from LogSink class to ensure a common interface.

They may be placed in the Log namespace if you wish but this is not essential.
They are added to the chain using the AdoptSink function and removed with
the OrphanSink function. When a handler is removed the responsibility for
deleting it passes to the callee.

Three example handlers:
standard error handler: writes to stderr/cerr
file error handler: writes to a file you name

box error handler: which puts a Windows message box on screen, while
being Win32 specific this shows how different message types can be
handled differently.

SinkStore

SinkStore class encapsulates the list of handler. By implementing this as a class
and using the static local trick we are sure it is initialised before first use, and
that the destructor is called at close to free any resources. LogSink objects
owned by the store will also get a chance to free resources (e.g. file handles,
data base handles) when their destructors are called. ‘
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SinkStore only exists in the implementation of the log sub-system, i.e. the
Log.cpp file. Therefore we are free to change the implementation without
incuring any side effects, or even the need to recompile dependent code. Given
that the log sub-system is in the bottom layer and permeates all aspects of the
system this should reduce the need to rebuild all the source code after a tweak.

Mixing Patterns

Patterns are often used in combination, e.g. abstract factories to produce
singletons; visitors implementing strategies; proxies and just about anything.
Where one pattern starts and ends can sometimes be difficult to see. In truth, it
doesn't matter where one starts and ends. The program will still compile if you
cross two patterns. A pattern presents a way of looking at a problem. At least
one of the patterns in this example was discovered after the code was written.

2.11 ACTION TO BE TAKEN IN ERROR
HANDLING AND LOGGING

All applications have failures — whether they occur during compilation or
runtime. Most programming languages will throw runtime exceptions for
illegally executing code (e.g. syntax errors) often in the form of cryptic system
messages. These failures and resulting system messages can lead to several
security risks if not handled properly including; enumeration, buffer attacks,
sensitive information disclosure, etc. If an attack occurs it is important that
forensics personnel be able to trace the attacker’s tracks via adequate logging.

Error Handling

Hackers can use the information exposed by error messages. Even missing
templates errors (HTTP 404) can expose your server to attacks (e.g. buffer
overflow, XSS, etc.). If you enable the Robust Exception Information
debugging option, ColdFusion will display:

Physical path of template
URI of template

Line number and line snippet
SQL statement used (if any)
Data source name (if any)
Java stack trace

ColdFusion provides tags and functions for developers to use to customize
error handling. Administrators can specify default templates in the ColdFusion

~e




Administrator (CFAM) to handle unknown or unhandled exceptions.
ColdFusion’s structure exception handling works in the following order:

Template level (ColdFusion templates and components)

ColdFusion exception handling tags: cftry, éfcatch, cfthrow, and cfrethrow
try and catch statements in CFScript

Application level (Application.cfc/cfm)

Specify custom templates for individual exceptions types with the cferror tag
Application.cfconError method to handle uncaught application exceptions
System level (ColdFusion Administrator settings)

Missing Template Handler execute when a fequested ColdFusion template is
not found

Site-wide Error Handler executes globally for all unhandled exceptions on the
server

Actions to be taken
e Do not allow exceptions to go unhandled
¢ Do not allow any exceptions to reach the browser
« Display custom error pages to users with an email link for feedback
e Do not enable “Robust Exception Information” in production.

e Specify custom pages for ColdFusion to display in each of the
following cases:

o When a ColdFusion page is missing (the Missing Template
Handler page)

o When an otherwise-unhandled exception error occurs during the
processing of a page (the Site-wide Error Handler page)

o You specify these pages on the Settings page in the Server
Settings are in the ColdFusion MX Administrator; for more
information, see the ColdFusion MX Administrator Help.

o Use the cferror tag to specify ColdFusion pages to handle specific types
of errors.

o Use the cftry, cfcatch, cfthrow, and cfrethrow tags to catch and handle
exception errors directly on the page where they occur.
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 In CFScript, use the try and catch statements to handle exceptions.

e Use the onError event in Application.cfc to handle exception errors that
are not handled by try/catch code on the application pages.

Logging

Log files can help with application debugging and provide audit trails for
attack detection. ColdFusion provides several logs for different server
functions. It leverages the log libraries for customized logging. It also provides
logging tags to assist in application debugging.

The following is a partial list of ColdFusion log files and their descriptions

Log file Description

Records every ColdFusion MX error reported to a user.
application.log Application page errors, including ColdFusion MX syntax,
ODBGC, and SQL errors, are written to this log file.

exception.log Records stack traces for exceptions that occur in ColdFusion.

Records scheduled events that have been submitted for
execution. Indicates whether task submission-was initiated and
whether it succeeded. Provides the scheduled page URL, the
date and time executed, and a task ID.

scheduler.log

server.log Records start up messages and errors for ColdFusion MX.

customtag.log Records errors generated in custom tag processing.

‘mail.log Records errors generated by an SMTP mail serv<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>